
1. Cyber Security 
a. Passwords 

i. Use a strong password. 
1. There is no absolute formula for a strong password. It is a combination 

of things that make a password stronger or weaker. 
2. General Guideline 

a. The longer the better. 
i. At least 8. 

ii. Better if it is at least 13. 
iii. Even better if it is 20 or more. 
iv. Some sites might limit the password length but they 

shouldn’t. 
1. Websites should be HASHing passwords. 
2. Per Wikipedia, a cryptographic hash function 

(CHF) is a mathematical algorithm that maps 
data of an arbitrary size to a bit array of a fixed 
size. It is a one-way function, that is, a function 
for which it is practically infeasible to invert or 
reverse the computation. 

3. This allows any password length to be the same 
size and easily stored. 

4. Websites that Hash passwords will Hash the 
password you enter to login to what they have 
stored to see if they should allow you access. 

5. If a website is limiting the size of your 
password, it is an indication that they may be 
storing your actual password which is not best 
practices. 

6. Nothing you can do other than pick another 
website to do business with. 

b. The more random the better. 
i. Don’t use words or names. 

ii. Don’t use words or names with numbers and special 
characters to replace letters. (P@$$w0rd). 

iii. Long passphrase with numbers and special characters 
may be good. 

iv. Nonmonic of a phrase with numbers and special 
characters is better 

v. Totally random 20+ character password with numbers 
and special characters is even better. 

c. Never reuse the same password on more than once. 
i. If a website is compromised, the Hacker could use that 

password to access another website you belong to. 
d. Periodically change your passwords. 



i. The stronger the password, the less often you need to 
change it. 

ii. 8 character password ≈ 30 days 
iii. 20+ totally random password ≈ 180+ days 

ii. Try a Password Manager Program 
1. Why 

a. Will generate a totally random password for you. 
b. Will keep track of the password along with the username and 

website address. 
c. You only have to remember one very strong password 

2. Precautions 
a. Use a very strong password. It is the one password you don’t 

want anyone to guess. 
b. OK to write one password on down on paper and keep in a safe 

place (at home in a locked fire box). 
c. Take advantage of other security features such as Multifactor 

Authentication, if offered. 
3. Password Manager Examples 

a. KeePass 
i. www.keepass.info 

ii. Free 
iii. Works with websites and desktop applications 
iv. Can be used on phone and computer with extra effort. 

b. LastPass 
i. www.lastpass.com 

ii. Available in phone and computer app stores. 
iii. There is a free version with limited features 
iv. Pricing starts at $3.00/month. 
v. Easily syncs between desktop and phones. 

vi. Offers Multifactor Authentication 
vii. Audits your password for such things as 

1. Reusing the same password on multiple 
websites. 

2. Passwords being breached. 
viii. Allows one-time emergency access to another 

designated user to password vault. 
ix. Allows secure sharing of passwords. 
x. Business Plan allows you to share passwords without 

person seeing password. 
c. 1Password 

i. www.1password.com 
ii. Available in phone and computer app stores. 

iii. Similar pricing as LastPass 
iv. Similar features as LastPass 

http://www.keepass.info/
http://www.lastpass.com/
http://www.1password.com/


d. Many others. 
iii. Use Multifactor Authentication when available. 

1. MFA requires you to do a second thing after entering your password. 
2. Common options include: 

a. Texting a code that needs to be entered. 
i. Better than nothing but there are some know 

weaknesses. 
1. SIM Jacking allows a Hacker to receive the texts 

meant for your phone. 
b. Time Based Authentication Codes 

i. Can be managed by a small keychain device 
ii. Can be managed by an app on your phone. 

1. Google Authenticator 
2. Microsoft Authenticator 
3. Authy 
4. LastPass Authenticator 

c. Hardware based 
i. YubiKey 

ii. Google’s Titan Security Key 
iv. Use App Based Authentication when available. 

1. Does not require you to enter a password. 
2. You log into the app on your phone and tap an OK button when 

prompted. 
3. Examples include 

a. Apple iPhone 
b. Google Search App on Android or iPhone. 
c. Microsoft Authenticator App 
d. LastPass Authenticator App 

b. Phishing Attacks 
i. What are they 

1. Phishing is where you receive a fraudulent email that is designed to trick 
you into sensitive information or install malware on your computer. 

2. In most cases it comes as a disguised email. 
a. May contain a bad link. 
b. May include a bad file. 

ii. Why it is important to be on your guard. 
1. The link may take you to a phony website to capture your login 

information. 
2. The link or file may install malicious software on you computer. 

a. Ramsonware 
i. Recently, there has been increased incidents of a 

specific type of malware known as Ransomware or 
Crypto-virus. 



ii. Quietly, ransomware encrypts the software on your 
computer and any attached devices including network 
drives. 

iii. Once the ransomware has encrypted a significant 
number of files, it will request payment in the form or 
Bitcoin or another crypto-currency for the key to 
unencrypt your files. 

iv. Ransomware can be very expensive for an entity. 
Recent Ransomware attacks include 

1. The Colonial Pipeline paid $4.4 million 
2. JBS meatpackers paid $11 million 
3. On August 16, 2019, over 20 small local 

governments in Texas reported being hit by a 
ransomware attack. 

b. Other than being on the guard for phishing attacks entities to 
implement a data backup plan that includes multiple versions of 
files to minimize the impact of a Ransomware attack. 

iii. What can you do to guard against a Phish Attack. 
1. Use the smell test. If an email seems off, take extra time to examine it. 

Consider the context in which you received the email. 
2. If someone you know sends you an email with a link or file that you are 

not expecting, give them a quick call to make sure they intended to send 
you the email.  

a. It could be that their computer was infected by a virus that is 
sending the emails. 

3. Always look very carefully and links in emails. The text you see for a link 
may actually have a different link hidden behind the HTML. 

a. Change your email software to look at the email in plain text so 
you can see the actual link. 

b. Hover above the link to see if a different link is displayed. 
c. Manually retype the link. 

4. Double check the senders email address. 
a. The address may contain a typo that makes it look like a 

legitimate address but is not. 
b. The actual email address may be hidden by your email software. 

Your software should have the ability to show the actual 
address the email came from. 

c. We have seen where the senders email address does not match 
at all with who is suppose to be sending the email but the 
recipient doesn’t notice. 

5. Change your email client to initially display all emails in plain text. 
a. The HTML code in an email could run a malicious script 
b. Viewing an email in plain text allows you to first look at the 

email. 



c. If the email looks OK and HTML would help with understanding 
the content of the email, you can always change it to HTML on 
an email by email basis. 

6. Don’t open attachments unless you first verify. 
a. EXE 
b. ZIP and RAR 
c. IMG and ISO 
d. PDF – This is hard because PDFs are a common way to share 

information. Be careful. Disable Javascript in Adobe Acrobat will 
help. 

e. MS Office Documents (XLS, XLSX, DOC, DOCX) – Again this is 
hard because MS Office documents are a common way to share 
information. Be careful. Turn off macros in MS Office will help. 

c. Social Engineering Attacks 
i. Fake voice 


