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TENNESSEE COMPTROLLER OF THE TREASURY
 Division of State Audit:

 Performance Audits

 Financial Audits

 Single Audit

 IS Audits

 General IT Controls

 Application Data Reliability Reviews

 Data Analysis / Retrieval 

 Special Projects

 IS Audit Team: ~18 members

 3 – Data Retrieval / Analysis

 15 – IS Audit

 Comptroller’s Office ~580 Staff

 State Audit ~190 staff



ILLINOIS OFFICE OF THE AUDITOR GENERAL

 The Auditor General's Office has two divisions:

 Performance

 Financial/Compliance

 Approximately 80% of the Financial and Compliance Audits are contracted out to CPA firms.

 The Auditor General’s Office performs several type of audits:

 Performance

 Financial

 Compliance

 Information Systems

 SOC Examinations



AGENDA

 Overview

 Why are System and Organization Control (SOC) Reports needed?

 Performing a SOC examination

 Review of SOC Reports

 Impact of Service Providers on an entity’s operations



WHAT IS THE ANSWER??

A man is looking at a photograph of someone. His friend asks who it is. The man replies, “Brothers and sisters, I 
have none. But that man’s father is my father’s son.” Who was in the photograph?

The answer is:   His son





WHO IS A SERVICE PROVIDER?

 A service provider is:

 An entity which provides services which are relevant to the user entity’s internal 
controls over financial reporting.

 An entity which provides services for maintaining aspects of an IT environment in 
which applications and/or data reside.



DETERMINE WHO IS THE SERVICE PROVIDER?

 The agency entered into a contract with XYZ for the purchase and maintenance of the software, which is utilized as part of rules
engine.  The agency incorporated the rules engine in their eligibility system and the agency houses and controls updates to the 
eligibility system. 
 Vendor-Software

 The agency contracted with DEF to retrieve and process receipts that are physically received at the agency and the post office. DEF 
processes each receipt (on systems controlled, housed, and updated by DEF), making copies and retaining logs and deposit into the 
State Treasurer.
 Service Provider-Remittance Processing Lockbox

 The agency contracted with GHI to provide staff, training, software, and hardware upgrades for the agency’s Enterprise Data 
Warehouse. 
 Vendor-Technical Assistance

 Eligibility redeterminations are performed via ABC software (controlled, housed, and updated by ABC) based on various data 
matches.  It also maintains all information gathered and developed on each case within a database that is accessible by the State. 
 Service provider-Hosting and SaaS



PROBLEMS DETERMINING WHO IS A SERVICE PROVIDER??

How many of the entities you audit have problems determining 
the difference between a vendor and a service provider?

What is the impact to your audit?



WHY DO AUDITORS NEED SOC REPORTS?

 Think of SOC reports in this manner: Pretend there is no service organization and the company 
being audited performs the same processes and controls. If the audited entity performs these 
controls–and no service organization exists–the auditor gains an understanding of the controls 
using risk assessment procedures such as inquiry, observations, and inspections of 
documents. Potential control weaknesses are exposed by the risk assessment process. Thereafter, the identified 
risks are used to develop the audit program and substantive procedures. The same audit process is true when 
there is a service organization. But when a service organization is used, the user auditor is using the 
SOC report to gain the understanding of the service organization’s part of the entity’s accounting 
system.

(source: cpahalltalk.com)



IN WHAT YEAR?

In what year did it become a requirement to consider the effects of IT on financial statements?

 1974



FLAVORS OF SOC EXAMINATIONS

 SOC 1- Internal controls over financial statements

 SOC 2 – Trust Services Criteria for Security Availability, Processing Integrity, Confidentiality and Privacy

 SOC 3 - Trust Services Criteria for Security Availability, Processing Integrity, Confidentiality and Privacy

 SOC for Cybersecurity – Cybersecurity Risk Management Program and Controls

 SOC for Supply Chains – Controls over manufacturing, production or distribution system



TYPES OF SOC EXAMINATIONS

Type 1

 Evaluates if description of system is fairly presented

 Evaluates effectives of the design of controls 

 Does not evaluate operating effectiveness

 Often used for the initial report

 Point-in-time

Type 2

 Evaluates if description of system is fairly presented

 Evaluates effectiveness of the design of controls and 
operating effectiveness

 Detailed tests of controls

 Report covers a period of time 



STANDARDS

SOC 1

 AT-C Section 105, Concepts Common to All Attestation Engagements, *

 AT-C Section 205 Assertion-Based Examination Engagements,*

 AT-C Section 205A, Examination Engagements (AICPA, Professional 
Standards), *

 AT-C Section 320, Reporting on an Examination of Controls at a Service 
Organization Relevant to User Entities’ Internal Control Over Financial 
Reporting, and

 Reporting on an Examination of Controls at a Service Organization 
Relevant to User Entities’ Internal Control over Financial Reporting (AICPA 
SOC 1 Guide)

*updated for SSAE 21, effective June 15, 2022

SOC 2 & 3

 AT-C Section 105, Concepts Common to All Attestation 
Engagements, *

 AT-C Section 205 Assertion-Based Examination 
Engagements,*

 AT-C Section 205A, Examination Engagements (AICPA, 
Professional Standards)*, and

 SOC 2 Reporting on an Examination of Controls at a 
Service Organization Relevant to Security, Availability, 
Processing Integrity, Confidentiality, or Privacy (AICPA SOC 2 
Guide).



STANDARDS

Cybersecurity

 AT-C Section 105, Concepts Common to All Attestation 
Engagements*, 

 AT-C Section 205 Assertion-Based Examination 
Engagements*,

 AT-C Section 205A, Examination Engagements (AICPA, 
Professional Standards)*, and

 Reporting on an Entity’s Cybersecurity Risk 
Management Program and Controls (AICPA Guide).

Supply Chain

 AT-C Section 105, Concepts Common to All Attestation 
Engagements*, 

 AT-C Section 205 Assertion-Based Examination Engagements*,

 AT-C Section 205A, Examination Engagements (AICPA, 
Professional Standards)*, and

 SOC for Supply Chain: Reporting on an Examination of 
Controls Relevant to Security, Availability, Processing Integrity, 
Confidentiality, or Privacy in a Production Manufacturing or 
Distribution System (AICPA Guide). 



HOW MANY CONDUCT SOC EXAMINATIONS?



CPE CODE



PERFORMING SOC EXAMINATIONS



SERVICE PROVIDER’S RESPONSIBILITIES-SOC 1

 Service Provider’s responsibilities (not all inclusive)

 Determines the scope and type of examination based on:

 Services provided

 Functions performed

 Business units

 Functional areas

 Applications

Which are likely relevant to user entities’ internal controls over financial reporting.

 Specifies the control objectives and controls based on service provided

 Two types of controls

 Transaction Processing

 Supporting IT General Controls



DESCRIPTION OF SYSTEM (DOS)-SOC 1

 The completeness and accuracy of the DOS is the responsibility of the Service Provider’s management.  The DOS is 
required to provide sufficient information for user auditors to understand how the Service Provider’s process (or 
functions performed) affect user entities’ financial statement.

 The DOS is to document the services provided that are relevant to the user’s financial statements and the controls over 
the user’s information systems. 

 The DOS is to document changes that were implemented during the examination period which would be significant to 
user entities and the user auditors.

 Other aspects of the service organization’s internal control environment:

 Control environment,

 Risk assessment process,

 Information and communication,

 Control activities, and

 Monitoring actives.



DOS S0C 1 EXAMPLE



SERVICE AUDITOR’S RESPONSIBILITIES-SOC 1

 Service Auditor’s responsibilities (not all inclusive)

 Obtain an understanding of the Service Provider

 Assess risk of material misstatement

 Assess whether management had used suitable criteria

 In preparing the DOS

 In evaluating whether controls were suitably designed to achieve the control objectives

 In evaluating whether the controls operated effectively (type 2)

 Obtain evidence regarding the fair presentation of the DOS, the controls were suitably designed, and operating effectively 
(type 2)

 Design and perform test of controls



WHAT AM I??

Turn me on my side and I am everything. Cut me in half and I am nothing. What am I?

The answer is: the number 8



SERVICE PROVIDER’S RESPONSIBILITIES – SOC 2

 Service Provider’s responsibilities (not all inclusive)

 Determines the scope and type of examination based on:

 Services provided

 Functions performed

 Business units

 Functional areas

 Applications

Which are likely relevant to user entities’ internal controls.

 Trust Services Criteria



SOC 2 TRUST SERVICES CRITERIA-EXAMPLE



DESCRIPTION OF SYSTEM (DOS) - SOC 2 

 The completeness and accuracy of the DOS is the responsibility of the Service Provider's management. 

 A system is defined as the “infrastructure, software, procedures, and data that are designed, implemented, and operated by people to achieve one or more of the 
organization’s specific business objectives in accordance with management’s specified requirements.”

 There are five categories:

 Infrastructure

 Software

 People

 Data

 Procedures

 Categories of Criteria

 Security

 Availability

 Processing Integrity

 Confidentiality

 Privacy



DOS SOC 2-EXAMPLE



SERVICE AUDITOR’S RESPONSIBILITIES – SOC 2

 Service Auditor’s responsibilities (not all inclusive)

 Obtain an understanding of the Service Provider

 Assess risk of material misstatement

 Assess whether management had used suitable criteria

 In preparing the DOS

 In evaluating whether controls were suitably designed to achieve the control objectives

 In evaluating whether the controls operated effectively (type 2)

 Obtain evidence regarding the fair presentation of the DOS, the controls were suitably designed, and operating effectively 
(type 2)

 Design and perform test of controls



TEST OF CONTROLS-SOC 1 & 2

 After the Service Auditor has obtained an understanding of the Service Provider’s control, as documented in the 
DOS, they are required to test the control in order to determine if they were operating effectively with during 
the examination period.

 Selecting a sample for detailed testing

 Obtaining support to determine if control was complied with during the examination period.



TEST OF CONTROLS-SOC 1 EXAMPLE



TEST OF CONTROLS – SOC 2 EXAMPLE



IMPACT OF DEVIATIONS

 Deviations (exceptions)

 All deviations are to be reported.

 Determination of the nature and cause of deviations

 Resulted from fraud

 Accumulation of deviations to determine if impact on the Report opinion

 Unmodified

 Qualified

 Adverse

 Disclaimer

 Corrective Actions Plans (optional)



EXAMPLES OF DEVIATIONS

SOC 1 SOC 2



SOC 1 REPORT STRUCTURE

 Auditor’s Opinion

 Management Assertion

 System Description (including controls)

 Control Objectives

 Control Activities

 Tests of Operating Effectiveness TYPE 2 REPORTS ONLY

 Results of Tests

 Other Information (if applicable)



SOC 1 - EXAMPLE



SOC 2 REPORT STRUCTURE

 Auditor’s Opinion

 Management Assertion

 System Description (including controls)

 Criteria

 Control Activities

 Tests of Operating Effectiveness TYPE 2 REPORTS ONLY

 Results of Tests

 Other Information (if applicable)



SOC 2 - EXAMPLE



CPE CODE



SUBSERVICE PROVIDERS

 Subservice Providers provide services to the Service Provider. (service provider to the service provider)

 Carved out method-The Description of System identifies the Subservice Providers and the nature of services 
provided.   However, the controls of the Subservice Provider are NOT included in the Description of System.

 Inclusive method- The Description of System identifies the Subservice Providers and the nature of services 
provided.   The controls of the Subservice Provider are included in the Description of System.

 The Subservice Provider is subject to the same examination standards and procedures as the Service Provider.



SOC 1 SUBSERVICE PROVIDER - EXAMPLE

Opinion DOS



SOC 2 SUBSERVICE PROVIDER - EXAMPLE

Opinion DOS



WHO ARE THEY?

Forrest left home running. He ran a ways and then turned left, ran the same distance and turned left again, ran the 
same distance and turned left again. When he got home, there were two masked men. Who were they?

The answer is: The catcher and the umpire.



REVIEWING SOC REPORTS

STRATEGIES FOR LEVERAGING A SOC REPORT 
AS A USER AUDITOR
STRATEGIES FOR LEVERAGING A SOC REPORT 
AS A USER AUDITOR



REFRESHER ON THE BORING STUFF…

User AuditorService Auditor

 CPA (firm or individual) who reports on controls at 
a service organization & issues an opinion via a 
SOC Report.

 Auditor of a “user entity” that reports on the user 
entity’s financial statements or operations.

Service Organization User Entity
 A customer or user of a service organization’s 

services that are part of the user entity’s 
information system(s).

 Provides services to a user entity that are part of 
the user entity’s information system.

The Boring Stuff… One More Time!



A SOC REFRESHER
Reporting Option Type

Type 1 (point-in-time)

Type 2 (period of time)

Type 1 (point-in-time)

Type 2 (period of time)

Type 2* (period of time)

 SOC 1

 SOC 1

 SOC 2

 SOC 2

 SOC 3

Focus

Internal Control 
over Financial 

Reporting

Operational IT & 
security controls 

(TSP 100)

*Note – SOC 3 Reports are ONLY available as Type 
2 Reports that cover a period of time



WHAT REPORT DO I NEED FOR MY AUDIT?

Audit Type & Objectives
 Financial, Performance, etc.?

Level of Required Assurance 
 Risk assessment & operating 

effectiveness?

 Period of time vs point in time?



USE CASE SCENARIOS

Financial Statement Audit Performance Audit

SOC 1 Type 2
& / or

SOC 2 Type 2

SOC 1 Type 2
& / or

SOC 2 Type 2

DEPENDS!



USE CASE SCENARIOS
If Risk Assessment Assumes 

Controls do NOT Operate 
Effectively:

If Risk Assessment Assumes 
Controls do Operate Effectively:

Type 2 Report
(Period of Time)

Is a Type 2 Report sufficient for your 
audit needs?

Type 1 Report?
(point-in-time)

&/or

Type 2 Report
Is this 

adequate?



SERVICE AUDITOR’S OPINION
Unmodified Qualified

Some issue(s)!

Report reader may rely on the service 
provider’s system of controls except for 
certain issue(s) identified.

Good to go!

“In our opinion, In all material respects,” 

 The description of the system…

 The suitability of design of controls…

 (Type 2) The controls operated effectively…



SERVICE AUDITOR’S OPINION CONT.Adverse

Adverse Disclaimer of Opinion

Auditor is unable to express 
an opinion

Insufficient evidence – possible effects 
could be material &/or pervasive

Material &/or Pervasive 
Issues

The report reader should NOT rely on 
the service provider’s system



SOC 1 OPINION – UNMODIFIED  
 In our opinion, in all material respects, based on the criteria 

described in ’s assertion—
 the description fairly presents the xxxxx system that was designed and 

implemented throughout the period July 1, 202x to June 30, 202x.

 the controls related to the control objectives stated in the description were 
suitably designed to provide reasonable assurance that the control objectives 
would be achieved if the controls operated effectively throughout the period 
July 1, 202x to June 30, 202x.

 the controls operated effectively to provide reasonable assurance that the 
control objectives stated in the description were achieved throughout the 
period July 1, 202x to June 30, 202x.



SOC 1 OPINION - QUALIFIED



SOC 1 OPINION - ADVERSE



SOC 1 OPINION - DISCLAIMER
Basis for disclaimer

Description of scope limitation

Disclaimer of opinion
Because of the limitation on the scope of our examination discussed in the 
preceding paragraph, the scope of our work was not sufficient to enable us to 
express, and we do not express, an opinion on whether xxxx description of its xxx 
throughout the period July 1, 202x to June 30, 202x is fairly presented or on whether 
controls included in the description were suitably designed and operating effectively 
to achieve the related control objectives stated in the description, based on the 
criteria identified in xxxx assertion, in all material respects.



SOC 2 OPINION-UNMODIFIED

 Opinion

In our opinion, in all material respects—

 the description presents xxx’s SYSTEM that was designed and implemented throughout 
the period July 1, 202x to June 30, 202x in accordance with the description criteria.

 the controls stated in the description were suitably designed throughout the period July 
1, 202x to June 30, 202x to provide reasonable assurance that xxxx’s service 
commitments and system requirements would be achieved based on the applicable 
trust services criteria, if its controls operated effectively throughout that period.

 the controls stated in the description operated effectively throughout the period July 1, 
202x to June 30, 202x to provide reasonable assurance that xxxx’s service 
commitments and system requirements were achieved based on the applicable trust 
services criteria.



SOC 2 OPINION - QUALIFIED



SOC 2 OPINION -ADVERSE



SOC 2 OPINION - DISCLAIMER
[Basis for Disclaimer of Opinion]

Description of scope limitation

[Disclaimer of Opinion]

Because of the limitation on the scope of our examination discussed in the preceding 
paragraph, the scope of our work was not sufficient to enable us to express, and we do 
not express, an opinion on whether xxx’s description of its SYSTEM presents the 
system that was designed and implemented throughout the period July 1, 202x to 
June 30, 202x, in accordance with the description criteria, or on whether the controls 
stated therein were suitability designed and operating effectively throughout the 
period July 1, 202x to June 30, 202x, to provide reasonable assurance that xxxxx's 
service commitments and system requirements were achieved based on the 
applicable trust services criteria, in all material respects. 



CONSIDERATIONS FOR OPINION

 Inherent Limitations

 Human error, circumvention of controls, etc.

For Type 2 reports - Description of Tests of Controls

 Reference to section of report with descriptions of tests

Restricted Use

 User entities, business partners, regulators & auditors



CPE CODE



SERVICE AUDITOR’S PROFESSIONAL REPUTATION

Are you familiar with the Service Auditor?

 PCAOB website and determine standing / status

 State Board of Accountancy site for standing / status

 AICPA’s website for peer review reports and peer review acceptance 
letters

What if a State Auditor issues a SOC report?









TIME PERIOD 

Does the Type 2 SOC Report 
cover your audit period?

Do you need evidence of 
operating effectiveness for the 
entire period?

Do you need to consider 
additional audit procedures?

Point in Time [Type 1] 

vs 

Period of Time [Type 2]



SOC BRIDGE LETTERS

 Does not provide assurance itself

 Managements’ written statement about control environment



BRIDGE LETTER -
EXAMPLE



TIME PERIOD CONSIDERATIONS
Examples of additional procedures that may be performed include:

Make inquiries to the service org. about changes in the system / 
controls.

 Inspect documented correspondence between the service org. and the 
agency under audit regarding changes to the system or controls

 Obtain additional audit evidence about controls at the service org. 



AUDITOR TO DO:
READ THE DESCRIPTION OF THE SERVICE 

ORGANIZATION’S SYSTEM 

What services / systems are included – and which are not?

Are specific applications or services covered by the description of 
the “system”?

Make sure you do not over-estimate or under-utilize a SOC report by 
ignoring the “Description of the System”.



MANAGEMENT’S ASSERTION

SOC 1 SOC 2

Service Organization identifies 
which of the Trust Services 
Principles they include within 
scope

Service Organization defines 
Control Objectives relevant to 
user entity’s controls over 
financial reporting.

Understanding SOC 1 vs 2 
Control Coverage



SOC 1 – CONTROL OBJECTIVES

 The service organization defines control objectives relevant to 
financial reporting of customers.

 Review the “Description” of the service provider’s system

 For Type 2, review the Section 4 listing tests of operating 
effectiveness & results



SOC 2 –TRUST SERVICES PRINCIPLES

Security
(Common 
Criteria)

Availability

Confidentiality

Privacy

Processing 
Integrity

Security is 
included by 

default.

Other criteria 
are optional.



SOC 2 - ADDITIONAL CRITERIA
(OPTIONAL)





SUBSERVICE ORGANIZATIONS

 Identify and determine whether subs are “carved-out” or “included” 
in report or not.

Will be identified in the Opinion and Description of the System

May include services such as:

 Data Center colocation (hosting) 



SUBSERVICE ORGANIZATIONS 

[AU-C 402.42] 

The relevance of the subservice organization to the audit objectives and 
the  nature and significance of the services provided by a subservice 
organization will impact the determination of the nature and extent of 

work to be performed by the user auditor regarding those services.



COMPLEMENTARY USER ENTITY CONTROLS

[AU-C 402.04] Controls that management of the service organization
assumes, in the design of its service, will be implemented by user
entities and are necessary to achieve the control objectives stated in
management’s description of the service organization’s system.



COMPLEMENTARY USER ENTITY CONTROLS

Examples:
 User access and security

 Configurable workflows / settings

 User acceptance testing 

 Batch processing

 Reconciliations 

Do you need to consider auditing / verifying user entity controls? 
 Audit objective(s) & required assurance



COMPLEMENTARY USER ENTITY CONTROLS

[AU-C 402.14] If the user auditor plans to use a… report as audit
evidence to support the user auditor’s understanding about the design
and implementation of controls at the service organization, the user
auditor should:

 Determine whether the complementary user entity controls are (1) 
relevant in addressing the risks of material misstatement and, if so, 
(2) obtain an understanding of whether the user entity has designed 
& implemented such controls.



TESTS OF OPERATING EFFECTIVENESS
TYPE 2 REPORTS

 Types of Tests:

 Inquiry

 Inspection / review

 Observation

 Re-performance

 Presented via grid / 
table format.

Control 
Procedure

Test of Operating 
Effectiveness

Results of 
Testing

Acceptable Use 
Policy for XYZ Co.

Inspected policy 
acknowledgements for sample 
of new employees. 

No exceptions noted.

Password Settings Inspected system settings to 
determine appropriate 
restrictions / controls are in 
place.

Setting X is not 
compliant with policy.



CONTROL DEFICIENCIES / WEAKNESSES

Control deviations may affect the nature, timing, or extent of audit 
procedures in your audit.

Review deficiencies & Management’s response & corrective action 
plan (if present).

Warning - Auditor judgment required!



CONCLUDING & DETERMINING NEXT STEPS

Does a SOC reports provide you with sufficient evidence (or assurance) 
to achieve your objectives?



CONCLUDING

Has the user auditor obtained a sufficient understanding of 
the control objectives and related controls at the service 

organization that is relevant to the entity’s internal control 
over financial reporting (or compliance, etc.)… 

…in order to assess the risks of material misstatements and 
to design the nature, timing and extent of further audit 

procedures?



USER AUDITOR REPORTING 
[AU-C 402.20] If the user auditor is unable to obtain sufficient
appropriate audit evidence regarding the services provided by the
service organization relevant to the audit of the user entity, the user
auditor should modify the opinion of the user auditor’s report.

[AU-C 402.44] The auditor should consider whether the effects on the
financial statements are material, pervasive, or both when expressing
an opinion.



LAST ONE!!

What has 13 hearts, but no other organs?

The answer is:  a deck of cards.



IMPACT OF 
SERVICE 
PROVIDERS ON 
AN ENTITY’S 
OPERATIONS
RISKS, PEOPLE, PROBLEMS, AND 
OPPORTUNITIES



DATA OWNERSHIP & AGENCY MISSION

Agency management generally 
retains ownership – and 
responsibility for – their data.

Agency management is 
responsible for completing 
their mission effectively and 
efficiently while maintaining 
compliance.



RISK ASSESSMENT
 Agency management is responsible for 

assessing risks to their mission and their 
operations.
 Including their data and the IT environment.

 Risk assessment processes should consider 
outsourced cloud services.

 SOC Reports provide a tool for management 
to assess risk for outsourced cloud service 
providers & gauge compliance.



REASONS WHY MANAGEMENT SHOULD REVIEW SOC 
REPORTS

Green Book - Risk Assessment & Service Organizations

 Overview:  Section 4 – Additional Considerations for Service Org’s

 Risk Assessment: Assess risks from internal and external sources

Management “retains responsibility for the performance of processes 
assigned to service organizations.”

“Management needs to understand the controls each service organization 
has designed, has implemented, and operates… and how the service 

organization’s internal control system impacts the entity’s…”



REASONS WHY MANAGEMENT SHOULD REVIEW SOC REPORTS

 NIST – vendor management & risk assessment
 (RA-3) – Risk Assessment

 (SA-9) – System and Services Acquisition 

Best practices in NIST Special Publication 800-53 (Rev. 5), Security and Privacy Controls for Information Systems
and Organizations, 3.17 System and Services Acquisition, Section SA-9, “External System Services,” explains that
organizations should do the following:

 Require that providers of external system services comply with organizational security and privacy requirements
and employ organization-defined controls.

 Define and document organizational oversight and user roles and responsibilities with regard to external system
services.

 Employ organization-defined processes, methods, and techniques to monitor control compliance by external
service providers on an ongoing basis.



REASONS WHY MANAGEMENT SHOULD REVIEW SOC 
REPORTS

CIS Critical Security Controls

v8 Top 18 controls – Control #15.5



REASONS WHY MANAGEMENT SHOULD REVIEW SOC 
REPORTS

Federal Information System Controls Audit Manual (FISCAM)

 SM-7:  Ensure that Activities Performed by External Third Parties are Adequately 
Secure

“Appropriate policies and procedures should be developed, implemented, and 
monitored to ensure that the activities performed by external third parties (for 
example, service bureaus, contractors, other service providers such as system 

development, network management, and security management) are documented, 
agreed to, implemented, and monitored for compliance.”

Note: as of September 8, 2022, the GAO had not yet released an update to the FISCAM



CYBERSECURITY AND OUTSOURCING

Cyber incidents that impact an agency’s 
cloud service provider can have direct 
and significant consequences on 
operations, reputation, and the mission.

When things go wrong, what recourse 
does the customer / agency have for 
support from the service organization?



What happens if your service provider experiences
a cybersecurity incident?

 Nature of the incident? 

 Impact on operations?  How many customers affected?

 What data was impacted?  

 How sensitive is the data?  Does the agency need to report a breach?

 Logging capabilities and evidence gathering?

 From both the agency and service provider… or subservice organizations?



IMPACT OF CYBER INCIDENT IN TN



CONTRACTUAL REQUIREMENTS
 Ownership & location of data?

 Key SLA’s?

 Right to audit clause?

 Requirement to provide SOC Reports?

 Security Requirements?

 Data breach notice & incident response requirements?



SECURITY CERTIFICATIONS & DIGITAL TRUST
PCI
 Compliance Reporting over Data Security Standards (DS) Framework

 ISO
 ISO “Certificate” for compliance with 27017:2015 IT Security Techniques for 

Security Controls based on ISO 27002 for Cloud Services

FedRAMP
 “Authorization” (low, medium, or high) level based on independent third-

party’s Security Assessment Report



AUDIT PROCESS ADJUSTMENTS

Relationship with service 
provider?

• Meetings, evidence, timeliness

Right to audit clause/SOC 
report requirements

• Contracts matter!



CONSIDERATIONS FOR CLOUD CONFIGURATIONS

Infrastructure (IaaS) vs Software (SaaS)



CONSIDERATIONS FOR CLOUD CONFIGURATIONS

Data / System Availability
 Data Storage & Backups
 Security at rest and in transit

 Backup schedules / storage 
locations

Business Process Controls
 Relevant for SaaS apps

 Could have direct impact on 
audit objectives / IC

Data Integrity & Confidentiality 
 Infrastructure / Network
 Web app firewalls & segmentation

 Connections to other systems / 
networks

 Access Controls
 User provisioning / deprovisioning

 Security roles / seg. of duties

 Software Patching



TAKE-AWAYS

Management responsibilities:

 They own their data & are responsible for completing their mission

 Identifying risks to their data & business processes – even if performed by 
third-party cloud service providers

 Complementary User Entity Controls

 Implementing controls to address identified risks



NO SOC REPORTS!! 

What do we do if there is not a SOC Report to rely on?



NO SOC REPORTS

 Impact to Risk

 Additional procedures





FINAL CPE CODE



CONTACT INFORMATION

Jeff White: Jeff.White@cot.tn.gov

Kathy Lovejoy: Klovejoy@auditor.Illinois.gov

Miranda Karger: Mkarger@auditor.Illinois.gov



THANK YOU


