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Session 1

What is Active Directory?

Th is Microsoft  product allows administrators to centrally manage their organization’s Windows-based IT 
systems. Active Directory is a database and set of services that connect users with the network or domain 
resources they need to get their work done. 

Why would I audit it?

Active Directory is one of the best areas to examine in an IT security audit because many organizations 
rely on it to manage access to other systems, as well as print, computer and domain management. 
(Some organizations may choose cloud-based solutions, which are outside the scope of this training.) 
By examining how an organization has set up and uses Active Directory, you can learn a lot about its 
security posture. 

Active Directory terminology and structures

Th e Active Directory’s database contains elements referred to as objects : group policy objects, user objects 
and computer objects. Computer and user objects will have some sort of metadata – or attributes – 
associated with them, including user and display names, and the last logon date.  

Active Directory is usually housed within a domain controller. Domain controllers control an association 
or logical grouping of objects within the same Active Directory database. Multiple domains with diff erent 
names can share a higher-level directory confi guration and local structure; this is called a forest. It is also 
possible to nest domains within themselves in a hierarchy and sharing a contiguous name space; this is 
called a tree. Finally, the Organizational Unit (OU) is a common way to group elements within Active 
Directory, placing similar user and computer objects into one container for ease of management. 

Defi nitions

• Domain: A logical group of network objects (computers, users, devices) that share the same Active 
Directory database.

• Tree: A collection of one or more domains and domain trees in a contiguous namespace linked in a 
transitive trust hierarchy.

• Forest: A collection of trees that share a common global catalog, directory schema, logical 
structure, and directory confi guration.

• Organizational unit (OU): A container with a Microsoft  Active Directory domain which can hold 
users, groups and computers. 
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Session 1

Th e diagram in Figure 1 shows how these components interact within Active Directory. In it, wa.gov and 
dov.gov are both domains. Under wa.gov are two “child” domains, sao.wa.gov and sos.wa.gov. Together, 
the three domains form a tree. Th e tree formed by the domains dov.gov and public.dov.gov have their own 
hierarchy separate from wa.gov. Th e line connecting wa.gov and dov.gov indicates a relationship of mutual 
trust. Taken together, the two trees form a forest.  

Organizational units

Organizational Units (OUs)serve as containers in Active Directory to organize objects for ease of 
administration. Here are two examples showing administrative decisions based on organizational logistics 
and location. A city’s courts, fi re department and police systems need to be managed diff erently and would 
be good candidates for individual OUs for their users and computers. Similarly, IT staff  could establish one 
OU called “Headquarters” and another called “Remote sites.” Th e users and computers in these two offi  ces 
require diff erent policies; grouping them in OUs allows staff  to manage the assets diff erently. Really, any 
reason that requires a diff erence in management can drive an OU. 

public.DOV.gov

DOV.govWA.gov

sao.WA.gov sos.WA.gov

Domains

Tree

Forest

Tree

Figure 1: The relationships between domains, trees and forests
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Active Directory attributes

Attributes are essentially data about objects. For example, the attribute pwd-last-set (password last set) is 
an attribute recording the time and date when the 
password for that object was last changed. Another 
attribute, ms-DS-User-Dont-Expire-Password records 
whether the account password will expire. If the value 
of the record is “true,” then the password will not 
expire. You can view detailed information about these 
two attributes, and a full list of all attributes in Active 
Directory using the links in the More Resources box. 

Some attributes may be of interest during an audit. 
Th e rest of our sessions will try to answer questions 
such as “how would I know what to assess?” and “how would I collect the data I need 
to assess an attribute?”

How would I assess Active Directory?

Th ere are two basic approaches to selecting your criteria for an audit of Active Directory: using a 
framework or taking a technical approach. 

Framework audit approach

Framework audits can begin from one of three points: Internal policy review, legal requirements, 
and best practices.

Let’s consider an internal policy review fi rst. Th is means the audit fi rst asks “What does the organization’s 
security policy or program require?” While a common place to start, an audit based on policies will only be 
useful insofar as the organization’s IT security program is well-built and mature. It is fairly common to see an 
organization with an IT security program in place that lacks essential details. For example, a policy may say 
“Systems will be hardened before they are allowed onto the network,” but without a defi nition for ‘harden’ or 
how to measure if a system is suffi  ciently hardened. For this reason, you should temper your expectations if 
you plan on making internal policies a cornerstone of your audit criteria, knowing that those policies might 
not have detail information on how the organization actually implements information security. 

Th e second approach audits the organization against known standards that apply to it due to legal 
requirements. Common standards include the Health Insurance Portability and Accountability Act 
(HIPAA), which covers health care systems and data; IRS 1075 standards for systems that deal with federal 
tax information; and NIST special publication 800-53, which off ers standards for federal systems. While 
such standards off er plenty of information to work with, they oft en lack elements applicable to state and 
local government systems. 

More Resources

All Attributes - Win32 apps | Microsoft Docs

Pwd-Last-Set attribute - Win32 apps | Microsoft Docs

ms-DS-User-Dont-Expire-Password attribute - Win32 
apps | Microsoft Docs

https://docs.microsoft.com/en-us/windows/win32/adschema/attributes-all
https://docs.microsoft.com/en-us/windows/win32/adschema/a-pwdlastset
https://docs.microsoft.com/en-us/windows/win32/adschema/a-msds-userdontexpirepassword
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A third approach uses best practices to develop criteria around “what right looks like.” Of the three 
approaches to assessing IT security for Active Directory systems, this approach off ers considerable general 
information to work with, as well as technical details. If the best-practices approach has a drawback, it lies 
in the fact that leading practices are rarely a legal requirement. Organizations may push back against the 
audit results or recommendations by saying “no higher authority requires me to follow the practices you 
assessed me against.” While there may not be a leqal requirement, control practices become recognized as 
best practices through their eff ectiveness. A robust set of controls helps reduce the likelihood and severity 
of security incidents.  

Technical audit approach

Technical audits take as their starting point hardening guides, 
checklists or benchmarks. Th e National Checklist Program 
Repository has all the technical information you need to 
perform an assessment of systems or applications hardening.  
Th e repository (linked in the More Resources box) includes 
recommendations from government bodies, vendors and other 
third-party soft ware suppliers. 

Tool setup to conduct an assessment

In order to perform an assessment or audit, you will 
need data to analyze, and for that, you will need to 
set up the correct tools to collect the correct data. 
Th e method you choose depends on the criteria you 
want to evaluate against. Since this training focuses 
on Active Directory, we’ll look at ways to collect 
data from that system. You can learn more using the 
links in the More Resources box, too.

Tools within Windows

1) Use PowerShell or batch scripts to collect a sampling of group policy from devices

2) Use GPresult, a tool that generates a report listing group policy settings that are applied
to a device

2) Use Microsoft Management Console (MMC), which can look into Active Directory itself. It allows
you to view group policy objects, see how they are confi gured, and where they link to.

Third-party tools 

1) Use a Security Content Automation Protocol (SCAP)-compliant tool to rapidly assess a system us-
ing a known checklist or benchmark. Many vulnerability scanners on the open market have this
feature, which means you can use one to test a wide variety [or large number] of systems.

2) Use CIS-CAT from the Center of Internet Security (CIS) to quickly assess a system’s security based
on benchmark criteria.

More Resources

CIS-CAT Lite (cisecurity.org)

Security Content Automation Protocol | CSRC (nist.gov)

More Resources

NCP – National Checklist Program Checklist 
Repository (nist.gov)

https://ncp.nist.gov/repository
https://learn.cisecurity.org/cis-cat-lite
https://csrc.nist.gov/projects/security-content-automation-protocol/
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Hands on

Before moving on to the next session, let’s pause and make sure your systems are working as intended. 
If you have not yet downloaded the virtual machine, I can provide a USB stick with the virtual machine 
loaded. 

Logon information: 

• Username: administrator

• Password: Nsaait2022!

On the desktop of the domain controller, you should see a little red tool box labeled “console1”. Th at is the 
Microsoft  Management Console (MMC). Th is tool will have add-ons that will allow you to interact with 
Active Directory objects. Active Directory Users and Computers, also known as ADUC (A-Duck), contains 
the user, computer and security group objects we will examine in the next three sessions.
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Th is session introduces basic information within Active Directory that an audit may want to examine.  

Lab: 1 – Inactive accounts
Scenario:  LookLook at Active Directory and determine if the organization’s accounts follow “inactive user 
policy,” in which accounts which haven’t been used or logged into aft er a certain period are being locked or 
disabled. 

We can query the Active Directory attribute “last logon date” to gather some information about whether an 
account might be inactive. However, you would need additional data to come to an informed conclusion 
about the account’s inactive status: for example, whether the account is expected to be used only rarely.  
One way to identify inactive accounts is by using PowerShell. 

Hands on 
Click on the Start menu and type “PowerShell” then choose “Windows PowerShell”. You should see a blue 
window. Either type in or copy-paste the command below into the PowerShell window and press Enter. 
Th is should generate a report in the following path “C:\Temp\” with a fi le called “inactive_users.txt”. 
You can change the time of how long an account is inactive before this script captures it by changing the 
timespan value from “10.00:00:00” for 10 days to “90.00:00:00” for 90 days. 

Command: Search-ADAccount -AccountInactive -TimeSpan 10.00:00:00 | 

Format-Table Name,ObjectClass -A >> C:\temp\Inactive_users.txt 

Questions

1. How many accounts been inactive for 60 days?

2. How many accounts been inactive for 30 days? 
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Lab: 2 - Password age

Scenario: Examine accounts within Active Directory to ensure all are following the password policy. In 
particular, check that privileged accounts are changing their passwords according to policy.   

To fi nd the answer, you can check the attribute “password last set”, which is a calculated date. See the 
More Resources box for a link to details on this attribute. You can also use PowerShell to collect this 
information.  

Hands on 

As in the previous lab, bring up the PowerShell window and either type in or copy-paste the command 
below. A fi le called “password_last_set.csv” should appear in the temp folder; open this fi le using Notepad.

Command: Get-ADUser -Filter * -Properties passwordlastset | select 

name, passwordlastset |Export-CSV -Path c:\Temp\Password_last_set.csv 

-Encoding utf8

Questions

1. Are there any odd password ages?

2. What are some examples of accounts that would have old password ages?

More Resources

Pwd-Last-Set attribute - Win32 apps | Microsoft Docs

https://docs.microsoft.com/en-us/windows/win32/adschema/a-pwdlastset
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Lab 3: Don’t require a password

Scenario: Examine Active Directory to see if there are any accounts that don’t require a password. 

Why: Accounts that don’t require passwords pose a risk because they can have “blanked” passwords which 
a bad actor can use to compromise that account. Even if someone is logged in only as a user on the system, 
there are ways to escalate privileges to higher levels.

To fi nd the answer, we can query the Active Directory attribute “password not required.” Any results can be 
compiled into a CSV fi le. 

Hands on

As in the previous lab, bring the PowerShell window up and either type in or copy-paste the command 
below. A fi le called “inactive_users.txt” should appear in the temp folder; open this fi le using Notepad.

Command: Search-ADAccount -AccountInactive -TimeSpan 10.00:00:00 | 

Format-Table Name,ObjectClass -A >> C:\temp\Inactive_users.txt

Questions

1. How many accounts don’t require a password?

2. What are some examples of why you might want to have accounts that don’t require passwords? 
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Lab 4: Group memberships

Scenario: Examine group memberships of privileged groups to determine if the organization is following 
the “principle of least privilege.” 

Why: Some of the greatest risks within Active Directory arise when users have been granted more access 
privileges than they need to perform their work. Th e principle of least privilege means IT staff  should 
assign a user access to only the portions of soft ware they need to do their jobs, and no more.  

Hands on 

Find the“AD asset report GUI” in the PowerShell/ADassetinventory folder on the desktop. Use the 
confi guration shown below and click Execute. A PowerShell window should pop up; give it some time to 
run. Doing so should generate two HTML fi les within the same folder from which you ran the script. Open 
the “domain_demo_local” fi le. 

Questions

1. At fi rst glance, are there any accounts that look like they don’t belong?

2. What are some other ways you could determine if the principle of least privileged is being 
followed? 
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In this session, our focus will shift  from looking at attributes in Active Directory to assessing security 
confi gurations that are pushed out to systems. We can still use PowerShell to collect some of this 
information but we can also ask auditees to provide group policy settings or screenshots.

Lab 1: Local Administrator Passwords (LAPS)
Scenario: Determine how an organization ensures it uses unique passwords on its systems or how it 
prevents an intruder from attempting lateral movement, that is moving between workstations or servers.

Why: Allowing the same local administrative credentials to unlock many workstations and servers 
poses a signifi cant risk to system security. If the local administrator password is the same on all devices, 
compromising one device allows rapid compromise of additional devices.  

System administrators can control the use of unique passwords using Local Administrator Password 
Solution (LAPS), a Microsoft  product that manages the local administrator password and stores it in Active 
Directory. LAPS can also automatically update the password on a routine basis. 

Hands on
One way to verify if these settings are in place is to use the Microsoft  Management Console (MMC) Group 
Policy editor to check the following criteria. In it, we can look at the LAPS Group Policy Object (GPO). 
Note that the settings described below apply only to Microsoft  systems. 

Path: Computer Confi guration\Policies\Administrative Templates\LAPS\

• Ensure ‘Do not allow password expiration time longer than required by policy’ is set to 
‘Enabled’

• Ensure ‘Enable Local Admin Password Management’ is set to ‘Enabled’ 

• Ensure ‘Password Settings: Password Complexity’ is set to ‘Enabled: Large letters + small letters + 
numbers + special characters’ 

• Ensure ‘Password Settings: Password Length’ is set to ‘Enabled: 15 or more’ 

• Ensure ‘Password Settings: Password Age (Days)’ is set to ‘Enabled: 30 or fewer’ 

Questions

1. Is there a GPO for LAPS?

2. Which controls are in place?

3. Which OUs are linked to a particular GPO?

Session 3
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Lab 2: Restrict local administrator accounts
Scenario: Determine how an organization restricts privileged accounts, specifi cally local administrator 
accounts. 

Why: Another signifi cant risk in the event of a compromise is that credentials for local administrator 
accounts could be stolen. However, it is possible to prevent a local administrator account from being 
abused by a remote attacker by forcing the administrator to be physically at the device in order to login 
to the account.

Hands on
Within the Group Policy management console, look for a GPO named “Local Admin”. Have the following 
confi gurations have been applied?  

Path: Computer Confi guration\Policies\Windows Settings\Security 

Settings\Local Policies\User Rights Assignments

• Deny access to this computer from the network

• Deny log on as a batch job

• Deny log on as a service

• Deny log on through Remote Desktop Services
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Lab 3 – BitLocker

Scenario: Verify if  full disk encryption has been deployed.

Why: One way to address threats of data loss, theft  or exposure from lost, stolen or inappropriately 
decommissioned computers – particularly on mobile devices – is to apply a full disk encryption or data 
at rest (DAR) solution. On Windows devices, this is commonly addressed by using BitLocker, a Microsoft  
data protection feature that integrates with the operating system.  

Hands on:

Find the folder called “security standards” on the desktop. Open the Word document “CIS_Microsoft _
Windows_10_Stand-alone_Benchmark_v1.0.1”. Th is particular checklist of security controls, issued by the 
Center for Internet Security (CIS), describes how to secure a system on computers running Windows 10. 
Look at section 18.9.11: 

18.9.11.1.1 (BL) Ensure ‘Allow access to BitLocker-protected fi xed data drives from earlier versions of 
Windows’ is set to ‘Disabled’ (Automated)

For each of its recommended controls, CIS provides a description of the control, the rationale for why it 
matters and its eff ect on the organization’s IT environment. It describes a means to audit via the registry, 
how to apply a group policy setting to put this control in place, and the default value of the setting. 

Using the information from remediation from the diff erent controls under section 18.9.11, look though the 
Bitlocker group policy and see what’s in place. 

Questions:

1: Where are these Group Policies linked to?

2: Were the settings you looked at confi gured in the Policy?

More Resources

BitLocker - Windows security | Microsoft Docs

https://docs.microsoft.com/en-us/windows/security/information-protection/bitlocker/bitlocker-overview
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Session 4 
In this session, we shift  our focus to the security posture of the domain controller, and consider the most 
common things we could audit. 

Lab 1: Microsoft Defender Exploit Guard
Scenario: Validate additional hardening controls on the domain controller. 

Why: Additional security confi gurations should exist on the operating system of a server or domain 
controller. It’s fairly common to come across workstations or servers that weren’t hardened using 
known checklists or standards. We look for evidence of any additional hardening so we can make 
recommendations to improve security of the domain controller.

Hands on: 
Once again, we begin with group policy management to fi nd something that addresses common attack 
vectors using the feature set Microsoft  Defender ExploitGuard. Check the workstation GPO and server 
2019 GPO for these confi gurations.

Path: Computer Confi guration\Policies\Administrative Templates\Windows 

Components\Microsoft Defender Antivirus\Microsoft Defender Exploit 

Guard\Attack Surface Reduction\Confi gure Attack Surface Reduction rules

Using the settings below, check Group Policy Object (GPO) editor to see if anything addresses: 

1. Ensure ‘Confi gure Attack Surface Reduction rules’ is set to ‘Enabled’

2. Ensure ‘Confi gure Attack Surface Reduction rules: Set the state for each ASR rule’ is confi gured

3. Ensure ‘Prevent users and apps from accessing dangerous websites’ is set to ‘Enabled: Block’

Th is setting should be set to enable.

[continued on the next page]
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Th e GPO should have the following settings:

26190899-1602-49e8-8b27-eb1d0a1ce869 - 1 (Block Offi  ce communication application from creating child processes)

3b576869-a4ec-4529-8536-b80a7769e899 - 1 (Block Offi  ce applications from creating executable content)

5beb7efe-fd9a-4556-801d-275e5ff c04cc - 1 (Block execution of potentially obfuscated scripts)

75668c1f-73b5-4cf0-bb93-3ecf5cb7cc84 - 1 (Block Offi  ce applications from injecting code into other processes)

7674ba52-37eb-4a4f-a9a1-f0f9a1619a2c - 1 (Block Adobe Reader from creating child processes)

92e97fa1-2edf-4476-bdd6-9dd0b4dddc7b - 1 (Block Win32 API calls from Offi  ce macro)

9e6c4e1f-7d60-472f-ba1a-a39ef669e4b2 - 1 (Block credential stealing from the Windows local security authority
                                                                                         subsystem (lsass.exe))

b2b3f03d-6a65-4f7b-a9c7-1c7ef74a9ba4 - 1 (Block untrusted and unsigned processes that run from USB)

be9ba2d9-53ea-4cdc-84e5-9b1eeee46550 - 1 (Block executable content from email client and webmail)

d3e037e1-3eb8-44c8-a917-57927947596d - 1 (Block JavaScript or VBScript from launching downloaded 
                                                                                            executable content)

d4f940ab-401b-4efc-aadc-ad5f3c50688a - 1 (Block Offi  ce applications from creating child processes)

e6db77e5-3df2-4cf1-b95a-636979351e5b - 1 (Block persistence through WMI event subscription)

Computer Confi guration\Policies\Administrative Templates\Windows 

Components\Microsoft Defender Antivirus\Microsoft Defender Exploit 

Guard\Network Protection\Prevent users and apps from accessing 

dangerous websites

Th is setting should be set to “enable.”

Questions: 

1: Where are these Group Policies linked to?

2: Which controls are enabled?
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Lab 2: Logging
Scenario: Validate auditing/logging is happening on a domain controller. 

Why: Th e domain controller can produce some of the most important logs that can help alert staff  to a 
cyberattack. Th ese logs can also help staff  reconstruct events. 

Hands on: 
Find the Security Standards folder on the desktop. Open the Word document “CIS_Microsoft _Windows_
Server_2019_Benchmark_v1.3.0”. Look at section 17 – Advanced Audit Policy Confi guration. Th is section 
has recommendations on logging and auditing controls, as well as the rationale for and eff ect of each 
suggested setting. 

Pick a control and look at the remediation 
section to see how to set up that confi guration. 
Th en go to the GPO “Server 2019 “and see if 
those settings are in place. 

Questions: 

1: Were the controls you looked at confi gured as 
the benchmark suggested?

2: Which systems do the GPOs apply to? 
[Hint: which OUs is it linked to?]

More Resources

Audit Policy Recommendations | Microsoft Docs

Monitoring Active Directory for Signs of Compromise | 
Microsoft Docs)

https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/audit-policy-recommendations
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/monitoring-active-directory-for-signs-of-compromise
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Lab 3: Command line auditing
Scenario: Identify any suspicious activity on a system as part of incident response assessment or audit, or 
verify if a certain type of log is being generated. 

Why: Th is policy deals with command line text when a process is created in the security event logs. 
Security-event logging can be confi gured to capture when someone attempts to use command-line text 
in PowerShell to conduct a cyberattack. Many modern cyberattack methods use some sort of scripting to 
conduct actions rapidly. Attackers oft en prefer to use tools and soft ware common within the environment 
rather than bring in their own tools which may trigger end-point protection or anti-virus services. Because 
PowerShell is a very common language in IT, attackers can use it in “ living off  the land” attacks.  Knowing 
this is a common method, we should both capture such attacks in security logs and inspect the logs 
regularly for any suspicious activity.

To make understanding what we see in PowerShell logs a little easier, we can turn to a tool – DeepBlueCLI 
– developed by Eric Conrad. It is very helpful in interrogating security logs for odd behavior of command 
line and PowerShell.  

Hands on: 
Th is is a two-part lab: the fi rst addresses command line auditing, the second examines what kind of output 
those confi gurations we can inspect.  

Begin by confi rming that the control enabled. (Hint: check the logging GPO from a previous lab.)

Path: Computer Confi guration\Policies\Administrative Templates\System\

Audit Process Creation\Include command line in process creation events

Aft er we have verifi ed the setting is in place. Inside the PowerShell folder on your desktop, fi nd the folder 
called DeepBlueCLI. Start PowerShell by typing PowerShell into the start menu in the bottom left  of the 
screen within the virtual machine; choose “Windows PowerShell”. You can also use “Windows PowerShell 
ISE” to invoke the tool and the logs. 

Type the command below to change your working directory: 

Cd Desktop\PowerShell\deepbluecli
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Within the PowerShell folder you’ll see some examples of how to run the tool: there are 11 diff erent log sets, 
each demonstrating the tool’s ability to detect activity. While some of the information you see might not 
make a lot of sense now, to incident responders and forensic investigators, it will mean a lot. 

.\DeepBlue.ps1 -fi le .\training-evtx\training-1.evtx

.\DeepBlue.ps1 -fi le .\training-evtx\training-2.evtx

.\DeepBlue.ps1 –log security (this command will look to the local security logs)

Computer Confi guration\Policies\Administrative Templates\System\Audit 

Process Creation\Include command line in process creation events

More Resources

Create mass Active Directory users for testing- https://
github.com/RobBridgeman/ADImporter

Blue team:  Log hunting tool Deep Blue CLI- GitHub - 
sans-blue-team/DeepBlueCLI

Checklist/Benchmark repository- NCP - National 
Checklist Program Checklist Repository (nist.gov)

https://github.com/RobBridgeman/ADImporter
https://github.com/sans-blue-team/DeepBlueCLI
https://ncp.nist.gov/repository
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