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Introductions

Minnesota Office of the Legislative Auditor
The Legislative Auditor, Judy Randall, oversees the office’s two divisions: The Financial Audit 
Division (36 FTE) and the Program Evaluation Division (17 FTE). IT Audit (4 FTE) is within the 
Financial Audit Division.

Mark Mathison

IT Audit Director

Mark.Mathison@state.mn.us

Joe Sass

IT Audit Coordinator

Joe.Sass@state.mn.us
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Objectives
• Introduction to Immunization Information Systems
• Minnesota IIS audit
• Common risks and controls
• Potential audit steps
• Resources
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Let’s Clarify…
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Immunization Information Systems
• Immunization Information Systems (IISs) were formerly known as 

“immunization registries.” 
• Found within 64 jurisdictions

– Have or will soon have web-based IISs. 
– Some IISs are hosted by vendors in the cloud, while others use secure 

servers housed by the jurisdiction. 
• The IISs vary by jurisdiction in several ways:

– Systems have varying capacity to automate processes and to handle a large 
volume of data.

– There can be significant variations in data quality across IISs, sometimes 
due to data reporting policies.
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https://www.cdc.gov/vaccines/programs/iis/contacts-locate-records.html
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Basics of Immunization Information Systems 
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Basics of Immunization Information Systems 
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Basics of Immunization Information Systems 
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IIS Functional Model
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Minnesota Immunization Information Connection (MIIC) 

• Launched by the Minnesota Department of Health in 2002
• More than 9.5 million people
• More than 127.5 million immunizations
• MIIC is accessed and used by:

– Almost 6,000 organizations
– More than 16,000 users

• Based on the Wisconsin Immunization Registry (WIR)
• Runs within an AWS infrastructure
• Supported MN’s response to COVID: Vaccine reporting and 

ordering
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Wisconsin Immunization Registry (WIR)
• First established in 2000  
• Fifteen states and the U.S. Virgin 

Islands have subsequently based 
their immunization systems off the 
WIR platform

• Due to passage of time and need to 
meet individual legal and functional 
requirements, each state’s codebase 
now differs
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Audit of MIIC
• Objective: Did MDH and MNIT have adequate internal controls 

to safeguard the confidentiality, availability, and integrity of 
immunization system and data within MIIC? 

• Timeline
– Audit Planning (February 2022 – March 2022)
– Fieldwork (March 2022 – August 15, 2022)
– Reporting (August 2022 – October 2022)

• 3 IT Auditors – Estimated 2,200 hours
• Access to data
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Audit of MIIC - Methodology

• Rely on the work of external audit vendors 
– SOC reports for Amazon Web Services (AWS) hosting environment

• Utilized AICPA Trust Criteria (TSP section 100, 2017 Trust 
Services Criteria for Security, Availability, Processing Integrity, 
Confidentiality, and Privacy)

• Evaluated based on IIS Essential Infrastructure Functional 
Standards
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IIS Functional Standards
• IISs are governed and maintained at the state and local levels
• Centers for Disease Control and Prevention (CDC) maintains

a set of functional standards for IISs 
– Describe the operations, data quality, and technology needed by IISs to support 

immunization programs
– Essential Infrastructure Functional Standards
– Goal One. Support health care providers in delivering age- and risk-appropriate 

immunization services.
– Goal Two. Support the control and management of vaccine-preventable disease 

outbreaks.
– Goal Three. Support and inform stakeholder efforts to improve immunization 

rates.
– Goal Four. Support health care providers in meeting the requirements of the 

Vaccines for Children (VFC) program and state and local vaccine programs.
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Essential Infrastructure Functional Standards (1-4)
• The IIS contains complete and timely demographic and 

immunization data. [Data Integrity/Availability]
• The IIS identifies, prevents, and resolves duplicated and fragmented 

patient records using an automated process. [Data Integrity]
• The IIS identifies, prevents, and resolves duplicate vaccination 

events using an automated process. [Data Integrity]
• The IIS implements written and approved confidentiality policies 

that protect the privacy of individuals. [Privacy/Confidentiality] 
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Essential Infrastructure Functional Standards (5-8)

• The IIS implements comprehensive account management policies 
consistent with industry security standards. [CIA Control]

• The IIS is physically and digitally secured in accordance with 
industry standards for protected health information, security, 
encryption, uptime, and disaster recovery.  [CIA Control]

• The IIS supports IIS users who access and use the IIS functions and 
submit or access IIS data. [N/A]

• The IIS exchanges data with health information systems in 
accordance with current interoperability standards endorsed by 
CDC for message content, format, and transport. [CIA Controls]
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The IIS is physically and digitally secured in accordance 
with industry standards…
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6.1 The IIS has a comprehensive written physical and digital security policy (or policies) that is consistent with industry standards 
and reviewed and approved by the appropriate state or local authority.
6.2 The IIS assures that demographic and vaccination information and authentication credentials are encrypted while in transit 
and at rest.
6.3 The IIS has written and implemented service-level agreements
between the program, the entity providing information technology 
support, and other contractors as appropriate.
6.4 The IIS establishes backup and recovery plans identifying the 
required equipment, procedures, and the maximum allowable 
downtime for recovery from adverse security events and disasters.
6.5 The IIS assures data and supporting software are backed up
according to written policy and schedule.
6.6 The IIS assures that the system recovery and backup processes
are tested and validated regularly.
6.7 The IIS assures that the hardware and data center are physically
and digitally secure.
6.8 The IIS assures that the hardware and data center have backup power.
6.9 The IIS has an identified point of contact for IIS security.
6.10 The IIS assures that employees and business associates who will be administering or accessing the IIS data or infrastructure 
are familiar with applicable security policies and procedures.
6.11 The IIS assures that a risk analysis is performed on a regular basis.
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Security Considerations (CIA)

• Risk management 
• Vulnerability management 
• Access controls
• Configuration management 
• Disaster recovery 
• Logging/monitoring
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Legally speaking… Health Insurance Portability and 
Accountability Act of 1996 (HIPAA)
• 24 IIS (45.3%) were considered HIPAA covered entities 
• 25 (47.2%) were considered to not be HIPAA covered entities
• 4 (7.5%) respondents did not know whether the IIS was or wasn’t a covered entity.
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MN is Not 

§ 164.512 Uses and disclosures for which an authorization or opportunity to agree or object is 
not required. 
(b)(1) A covered entity may use or disclose protected health information for the public health 
activities and purposes described in this paragraph to: 
(i) A public health authority that is authorized by law to collect or receive such information for 
the purpose of preventing or controlling disease, injury, or disability, including, but not limited 
to, the reporting of disease, injury, vital events such as birth or death, and the conduct of public 
health surveillance, public health investigations, and public health interventions; or, at the 
direction of a public health authority, to an official of a foreign government agency that is acting 
in collaboration with a public health authority; 



O L AO L A

Minnesota Statute 144.3351 Immunization Data
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Providers as defined in section 144.291, subdivision 2, group purchasers as 
defined in section 62J.03, subdivision 6, elementary or secondary schools 
or child care facilities as defined in section 121A.15, subdivision 9, public 
or private postsecondary educational institutions as defined in 
section 135A.14, subdivision 1, paragraph (b), a community health board
as defined in section 145A.02, subdivision 5, community action agencies 
as defined in section 256E.31, subdivision 1, and the commissioner of 
health may exchange immunization data with one another, without the 
patient's consent, if the person requesting access provides services on 
behalf of the patient. For purposes of this section immunization data 
includes:

(1) patient's name, address, date of birth, gender, parent or guardian's 
name; and
(2) date vaccine was received, vaccine type, lot number, and 
manufacturer of all immunizations received by the patient, and 
whether there is a contraindication or an adverse reaction indication.

This section applies to all immunization data, regardless of when the 
immunization occurred.

https://www.revisor.mn.gov/statutes/cite/144.291
https://www.revisor.mn.gov/statutes/cite/62J.03#stat.62J.03.6
https://www.revisor.mn.gov/statutes/cite/121A.15#stat.121A.15.9
https://www.revisor.mn.gov/statutes/cite/135A.14#stat.135A.14.1
https://www.revisor.mn.gov/statutes/cite/145A.02#stat.145A.02.5
https://www.revisor.mn.gov/statutes/cite/256E.31#stat.256E.31.1
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Core Data Elements
• CDC-defined data elements necessary 

to meet IIS Functional standards
• CDC mapping to functional standards 

AND HL7 Implementation Guide
• Minimum elements to identify 

individuals, record demographics, and 
document vaccination events:
– Patient information (name, address, 

date of birth, gender, ethnicity, etc.)
– Vaccination information (administration 

date, vaccine manufacturer, lot number, 
expiration date, dose, etc.)

• Does not represent all data that may 
be stored or provided by an EHR or all 
available fields within the IIS
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Data Transport Methods
IISs can accept and receive data in a variety of methods:

– Manual entry via web UI
– File upload (flat file or HL7)
– PHIN-MS (Public Health Information Network Messaging System) (HL7)
– SOAP API (HL7)
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IIS SOAP API
• Facilitates real-time, bi-directional communication
• Communication with federal IZ Gateway
• Enables communication with other information systems:
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Data Integrity
• American Immunization Registry Association (AIRA) testing:

– Provides testing resources and assesses jurisdictions against 
community-selected measures

– Comparative results posted online

• OLA testing:
– Control discussion
– Basic duplicate analysis:

• Duplicate people: Same first name, last name, 
and DOB (acknowledged limitations)

• Duplicate birth/death certificates (same or different last name)
• Duplicate immunizations: Same vaccine given on same day 

to same individual

– Unlikely scenarios: 
• People born, dying, or receiving immunizations in the future
• COVID-19 immunizations prior to 2019
• Immunizations given prior to birth or after death
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Source: https://repository.immregistries.org/files/resources/5bae4b1626437/query_validation_basic_q4_2021.pdf



O L AO L A

Opt in/Opt Out
• Most IISs (42 out of 50 states + Washington DC) 

are Opt Out1 – Meaning you’re automatically 
included… UNLESS you opt out. 

• Minnesota provides different levels of opt out:
– Immunization notifications and reminders
– Limit access to a single specific healthcare 

provider
– Seal record so no one can access, but it will still 

be updated
– Purge immunization records and delete future 

additions
• Audit testing can verify compliance with opt 

out processes
251. Source: Amanda Bryant, CDC 2014 (https://www.izsummitpartners.org/content/uploads/2015/02/IIS-and-adult-imm-Bryant-10-24-2014.pdf)

Source: https://www.ncbi.nlm.nih.gov/pmc/articles/PMC4671281/

https://www.ncbi.nlm.nih.gov/pmc/articles/PMC4671281/
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Resources
• CDC: https://www.cdc.gov/vaccines/programs/iis/index.html
• American Immunization Registry Association (AIRA): 

https://repository.immregistries.org/

26

https://www.cdc.gov/vaccines/programs/iis/index.html
https://repository.immregistries.org/
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Conclusion
• More informed on what are IISs
• Better prepared to audit your state’s IIS 
• Introduced some helpful resources
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Questions?
Joe.Sass@state.mn.us

Mark.Mathison@state.mn.us
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