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MISSION

Protect the public interest while
helping improve Oregon government.

We conduct

Financial
Municipal
Performance and
Information Technology audits.

62

Auditors, Managers,
& Support Staff

6

Perform IT Audits

Real Time Audit
Focuses on:
•
•
•
•

Evaluating front-end strategic planning
Service delivery processes
Controls and/or
Performance measurement frameworks

BEFORE

The onset of significant projects or public policy implementation to
provide an opportunity to make corrections before potential problems
become more serious
May include interim reporting prior to public report

Real-Time Audit
Factors that led us to choose to evaluate the Integrated Eligibility
Project before implementation included:

• Oregon’s history of troubled implementations of large projects
including the failure of Cover Oregon
• Importance of the project to the people the programs serve

• Budget for the project
• Complexity of the project and the IT environment
• Data conversion identified as high risk

About the Integrated Eligibility Project
Importance of the project to the people the programs serve
No wrong door
• One System
• One Application
• Multiple Programs

Eligibility for
•
•
•
•

Medicaid
SNAP
TANF
ERDC

About the Integrated Eligibility Project
Estimated budget for the projects

•

Design, Development, and
Implementation Budget of
over $380 Million

•

Approximately 150 state
employees and 300
contractors

•

Including the implementation
of the existing ONE system,
will likely have spent about
$510 million to implement an
integrated eligibility system

About the Integrated Eligibility Project
Budget factors

• Underestimated the amount of work needed
• Expansion of scope from only non-MAGI Medicaid to
•
•
•
•

MAGI Medicaid
TANF
SNAP
ERDC

• Interfaces with existing systems and legacy systems were not
included in the initial project plans or budget

About the Integrated Eligibility Project
Complexity of the Project
• Multiple agencies

• Oregon Health Authority and Department of Human Services

• Multiple divisions
• Multiple programs with various eligibility criteria
• Medicaid, SNAP, TANF, ERDC

• Replacement of multiple legacy systems in use for the in-scope

programs
• Need to interface with dozens of remaining legacy systems, some of
which are in other agencies

Two Agencies, Multiple Divisions & Programs

Data Conversion
Goals of the Integrated Eligibility system
include:

• Create a more accurate master client index
• Automate eligibility determinations for the
additional programs

Approach

• Utilize the more recent information in
the existing ONE system wherever possible
• Pull data from legacy systems when it
does not exist within the existing ONE
system.

A master client index is a centralized
database of all client records. Rather than
housing client databases in multiple
computer systems, a master client index
consolidates this information and
reduces the risk of duplication and errors
in client information.
An eligibility determination is where the
formal approval or denial of benefits
occurs after the application materials are
reviewed. It is a crucial milestone in the
process of applying for public assistance.

Data Conversion Precedence Logic
Simplified Model of Data Conversion Process

Data maps show how data in one system
relates to data in another system. They are
a key document used in data conversions.
Precedence logic is a defined ranking of
data elements building off data maps.
Rankings are based on the quality of the
information. The precedence logic is used
during conversion to select which data
elements should be converted from each
system.

Objective, Methodology & Reporting
• Objective: Determine if the Integrated Eligibility Project team has
appropriate controls in place to help ensure data from five existing
systems is converted accurately and completely for use in the
integrated ONE system

• Methodology
• Interim Management Letter
• Public Report

CPE Code

Methodology
Reviewed

Given that the Integrated Eligibility Project is still underway,
our findings and conclusions were based, in part, on planned
activities and draft documents.

• Policies and procedures, project documents, legislative hearings, quality
assurance documents, planning documents, raw data for conversion,
conversion reports, precedence logic, and state and federal laws and
regulations.

Observed

• Internal meetings, testing methods, data clean-up efforts, simulations, and
the statewide Eligibility Processing Center.

Interviewed

• Integrated Eligibility Project staff, Eligibility Transformation Project staff,
Program staff and managers within the involved divisions, oversight
committee members, and external stakeholders and vendors.

Interim Management Letter
Discussed identified risks

• Budget factors
• Governance and oversight
• Management structure
• Legacy system risk
• Data conversion risks
• System testing
• Roles and responsibilities
• Security

Interim Management Letter
Focus for the audit

• Integrated Eligibility Project data conversion efforts
• data conversion testing and data being converted
• operational activities related to data conversion efforts, including,
but not limited to, Eligibility Transformation, data clean-up, manual
data entry, and eligibility processing

Public Report
• Background
• Audit Results

• Recommendations
• Objectives, Scope, and Methodology
• Agency Response
• Appendix A: Interim Management Letter
• Appendix B: Relationship Diagrams

Appropriate Implementation Plans
Some of the critical planning documents reviewed

Reviewed project documents

• Following industry standards and
applying due diligence
• Some areas for improvements
noted, including

• Clearer criteria for measuring success of
tests
• Establish remediation processes
• More timely update documents

Some critical planning documents
were planned, but not yet available

Processes in Place for Data Conversion
Conversion success defined

• Integrated system receives data through the data conversion
process

• Metric does not consider quality of data – e.g. if any

alphanumeric data is passed to the new system from the name field to
the name field
• Other validation controls address quality
• Benefit match rates
• Data validation reports
• Data mapping validated through computer scripts

Processes in Place for Data Conversion
Benefit match defined
• Integrated system calculates the same level of benefits as in the
existing systems

• Measures accuracy of data
• Mismatches may be valid

• Income data collected at different times in each system
• Policy decision to delay requests for additional information from existing clients
in existing systems
• The exceptions created from policy choices are being tracked for future
remediation
• Individuals with benefit mismatch will continue to receive current benefits

Processes in Place for Data Conversion
Mock runs

• Provide performance metrics
• Identify and resolve data issues

• Some issues flagged for immediate remediation
• Some issues require additional research
• Policy decisions result in postponement for some issues

Phased rollout

• Each phase has individual data conversion and validation procedures
• Allows for adjustment between phases

Remaining Risks – Limited Testing
Limited testing of data extracts

• Data extracts pulled from multiple
systems by competent staff
• Documentation of results was never
completed
• Original plan focused on screen-byscreen testing, but using the extracts
was deemed more efficient and
increases the amount of data
analyzed
• Assumes extracts are complete and
accurate

Simplified model of data extraction and data conversion process

Remaining Risks – Insufficient Staffing Plans
Unknown staffing needs for post-data conversion cleanup efforts
• Some data will not convert at all while other data may convert only
partially
• Policy decisions result in mismatches
• Project team is
• Tracking issues
• Developing data cleanup plans
• Engaging vendor to review data conversion testing

Agency plans to perform time studies to estimate resourcing needs

Remaining Risks – Staffing Plans
Inaccurately converted data will need manual intervention

As of June 2019, around 180,000 cases were in a mismatched state

Remaining Risks – Staffing Plans
Our staffing model estimated a range of between 11 and 191 full
time equivalent staff would be needed depending on factors including,
• Extent of cleanup needed; some will take minutes, while others may
take more than an hour
• Experience of worker
• Ebb and flow of workloads during annual eligibility re-determinations

Agency plans to perform time studies to estimate resourcing needs but
had not done so during our audit period

Remaining Risks – Shared Accounts
• Shared accounts weakened security and reduced ability to hold
users accountable
•
•
•
•

Shared accounts used to transfer data from agency to vendor
Account passwords were set to never expire
No reporting on use of account
Shared username and password clearly visible to auditors during a
meeting
• We did not note any unauthorized activity and the project director
addressed it upon notification of the issue

Remaining Risks – Missing Contractual Terms
Business Associate Agreements missing contractual terms
• Compared the agreement between the state and vendor
• Missing two terms

• Immediate termination clause if vender were to cause a significant data breach
• Promise from vendor to cure any harm that would result from a material data
breach

• Agency began working to update the template for future contracts

Recommendations & Agency Response
To help ensure appropriate controls are in place during data conversion and
implementation of the integrated ONE system, DHS and OHA should, prior to
system implementation:
• Compare data extracts to legacy systems to ensure completeness and accuracy, and
document the results.
• Develop a staffing plan that reflects the potential volume of work that will need to
be completed after data conversion along with existing eligibility processing
workloads, and staff availability.
• Eliminate the use of shared accounts to transmit PII and PHI.
• Improve monitoring of the transmission of PII and PHI.
• Update existing Business Associate Agreements to include clauses required under
HIPAA.

• Agency agreed with all our recommendations

Resources
• Audit report #2019-37 titled Integrated Eligibility Project Has
Generally Followed Industry Standards to Help Ensure Data is
Converted Completely and Accurately
• Audit Report #2014-28 titled OR-Kids Financial Systems Problems
• Committee on Oversight and Government Reform report on Cover
Oregon
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