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Road map for today’s session

• Context for SAO’s Cybersecurity Program

• Cybersecurity audits

• Other audits and assistance

• Special project on critical infrastructure

• Wrap up and questions
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SAO has independent audit authority

3

Established in state Constitution 
in 1889

“We are the public’s window into government. 
We take that responsibility seriously, and we 
work with the organizations we audit to 
increase the public’s trust in government.” 

Independently 
Elected Auditor

11th State Auditor 
Pat McCarthy
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• All state agencies, including 
universities

• Cities, counties, and school districts

• Smaller governments

o Housing authorities

o Library districts

o Fire districts

o Diking and drainage districts

… and many others

We audit every government in the state

~ 2,400
State and local governments

~ 350
Auditors across the state



Voter Initiative 900 created and funds 
our performance audit function

• I-900 was passed by the voters in 2005

• Gave us authority to examine performance 
of any government in state

• Dedicated share of the state 
sales tax, which funds:

o Performance audits

o Cybersecurity audits

o Center for Government 
Innovation
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Bringing it all together
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Performance audit 
resources through 

I-900

Relationships with 
every state and 

local government

Independent 
authority to initiate 

auditsCybersecurity Mission
Help protect the state’s confidential 

information, financial assets, and 
critical infrastructure…

…by improving the security of state 
agencies and local governmental 

organizations.



Cybersecurity audits
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A special type of performance audit

• SAO’s cybersecurity audits aim to improve 
a government’s security posture

o Evaluate key controls

o Identify current vulnerabilities

• Like all SAO performance audits, they are 
paid for through I-900

o This means they are free to the client
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Background on cybersecurity audits
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 2019 increase in funding 
added $2 million

 2021 annual output almost 
four times as high as 2016



Leading practices:
Center for Internet Security Controls

• Not industry-specific

• Prioritized set of actions

• Mitigate most common attacks 

• Developed by a community 
of IT experts

• Technical controls and policies
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Identifying vulnerabilities

• Vulnerability scans

o Automated technical testing tools

• Penetration testing

o Automated and manual tests

Testing parameters must be set in advance
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Audit resources

• Auditors

• Specialists 

• Contractors
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Cybersecurity auditors

• Variety of backgrounds

• Audit focus

• Strong technical interest
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Cybersecurity specialists

• Technical background

• Complex efforts

• Practical 
recommendations
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Contracted assistance for 
penetration testing
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Other audits and assistance
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Security attestation engagements
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• WA Office of Chief Information Officer (OCIO) 
requirement

o Triennial attestation engagement

o Compliance with OCIO security standards

o We build the audit program

o Conduct the audits under contracts 
with agencies

• Similar arrangement with WA Department 
of Licensing (DOL)
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Security topics now incorporated into 
many routine accountability audits

Accountability audits determine whether governments 
have controls in place to protect public resources

• Auditors can incorporate several topics into these audits:

o Backup and recovery

o User access

o Patch management

• Programs include: Testing strategy, auditor training, 
technical assistance from our IT auditors and security specialists

• Extends our cybersecurity work to hundreds 
of additional local governments
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Free non-audit services for local 
governments

• Training

• Presentations

• Resources

• Cybersecurity checkup

#BeCyberSmart Program

https://sao.wa.gov/becybersmart/

https://sao.wa.gov/becybersmart/


• Curated resources

• Customized by role in 
government

• Designed as a place for 
governments to start

Cybersecurity resources
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Cybersecurity checkup
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• Brief consultation for local 
governments

• Review current cyber program

• Provide initial steps to 
improve security



Special project on critical infrastructure
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Background on the project

• Intel warnings in Feb 2022

o Potential Russian cyber activity against U.S. homeland

o Critical infrastructure as a key target

• SAO cybersecurity teams proposed a special project 
focused on critical infrastructure

o Primarily energy, water and hospitals

• Coordinated with two key state agencies:

o WA Military Department – Critical infrastructure

o WA Department of Commerce – Energy sector
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Scope and objectives

• Focused cybersecurity audit of 35-40 
local governments in 2022

o Started with 18 local governments with critical 
infrastructure that were on our waitlist 

o Expanded with 15-20 more local governments 
that want to opt in

• Two main objectives

o External vulnerability assessment

o Open-source intelligence
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Scope of the project

• Work will be conducted by our contractor

o Coordinated and reviewed by our auditors 
and specialists

• Total cost for the project: $1.1 million

o $500K from our I-900 (performance audit) funds

o Plus $600K appropriated by the Legislature 
for this project
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Final thoughts
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Cybersecurity audits help move 
the needle on security
• Cybersecurity threats aren’t going away

• Many government entities lack strong cybersecurity 
programs, especially at the local level

• SAO has tried to leverage its broad audit authority, 
statewide relationships, and unique funding stream

• Our cybersecurity audits and other services can help 
government organizations improve their security
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…the state-led cybersecurity audits are credit positive for 
Washington local governments because they proactively 
help identify potential vulnerabilities, giving the 
municipalities and opportunity to mitigate these threats 
before they materialize.

Moody’s Investor Service, August 2018



Additional resources

• Center for Internet Security – CIS Controls

o https://www.cisecurity.org/controls/

• NIST 800-53 Security and Privacy Controls for Federal 
Information Systems and Organizations

o https://csrc.nist.gov/publications/detail/sp/800-53/rev-4/final

• Multi-State Information Sharing & Analysis Center 
(MS-ISAC)

o https://www.cisecurity.org/ms-isac/

• SAO’s #BeCyberSmart Page

o https://www.sao.wa.gov/becybersmart/

28

https://www.cisecurity.org/controls/
https://csrc.nist.gov/publications/detail/sp/800-53/rev-4/final
https://www.cisecurity.org/ms-isac/
https://www.sao.wa.gov/becybersmart/


Questions
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Contact Information
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Scott Frank, Director of Performance and IT Audit, Scott.Frank@sao.wa.gov

Peg Bodin, Assistant Director of IT Audit, Peggy.Bodin@sao.wa.gov

Website: www.sao.wa.gov

Twitter: www.twitter.com/WaStateAuditor

Facebook: www.facebook.com/WaStateAuditorsOffice

mailto:Scott.Frank@sao.wa.gov
mailto:Peggy.Bodin@sao.wa.gov
http://www.sao.wa.gov/
http://www.twitter.com/WaStateAuditor
http://www.facebook.com/WaStateAuditorsOffice
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