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Introduction:  Motivation

Source: https://www.whitehouse.gov/briefing-room/statements-releases/2022/04/29/fact-sheet-biden-harris-administration-prioritizes-
effectiveness-accountability-and-transparency-in-bipartisan-infrastructure-law-implementation/

On April 29, 2022, the Office of Management and Budget 
(OMB) released initial guidance to federal agencies to set a 
strong foundation for effective, efficient, and equitable 
implementation of President Biden’s Bipartisan Infrastructure 
Law—a historic investment in rebuilding roads and bridges, 
providing clean drinking water, and ensuring access to 
affordable internet.   Guidance Highlights:

● State, Local, Tribal and territorial governments will 
spend as much as 90 percent of the law’s funding

● Using data and evidence
● Agencies are directed to use enterprise risk 

management practices 

https://www.whitehouse.gov/briefing-room/statements-releases/2022/04/29/fact-sheet-biden-harris-administration-prioritizes-effectiveness-accountability-and-transparency-in-bipartisan-infrastructure-law-implementation/
https://www.whitehouse.gov/wp-content/uploads/2022/04/M-22-12.pdf


The goal of our project is to quantify 
risk and uncertainty in the Single 
Audit data set; and leverage Single 
Audit data for strategic value and 
decision making.

Introduction: Goals



● BML translates well to COSO ERM
“Preparing for the Future” Mindset:
○ Dealing with Data
○ Leveraging Automation
○ Managing Cost
○ Building Stronger Organizations

● Recipients of Federal Funds are more 
likely than not safeguarding taxpayer 
funds (Classification Accuracy of 98%)

● The Single Audit Explorer could be 
leveraged as a government use case 
after the transfer of the Federal Audit 
Clearinghouse next fall

Results in Brief



● Audit Year 2019
○ 37,036 Audits
○ $1,312,062,598,334 

● Audit Year 2020
○ 38,249 Audits
○ $1,592,622,658,653 

● Audit Year 2021
○ 20,926 Audits (as of 3/31/22)
○ $496,670,135,889

Introduction: Data

Categorical Variables:
● REPORT  (Dependent):  Type of Major Program Audit Opinion, 0 for clean 

opinion, 1 for not clean
● ENTITY_CAT (Independent): Entity Category, 0 for tribe, 1 for Institution of 

Higher Education, 2 Local Government, 3 for Non Profit, 4 for State 
Government, and 5 for unknown.

● STATE_REG (Independent):  State Region where the Federal Funding goes, 
0 for Northeast States, 1 for Midwest, 2 for South, 4 for West, 5 for US 
territory.

● MW (Independent): The major program included a material weakness (the 
most severe audit finding), 0 for no, 1 for yes

● SD (Independent): The major program included a significant deficiency (less 
severe than a material weakness audit finding) 0 for no, 1 for yes.

● QC (Independent): The auditors identified questionable costs, 0 for no, 1 
for yes.

Data Source:  https://facweb.census.gov/uploadpdf.aspx

Single Audit, previously known as the OMB Circular A-133 audit, is an organization-wide financial statement and federal 
awards’ audit of a non-federal entity that expends $750,000 or more in federal funds in one year. It is intended to provide 
assurance to the Federal Government that a non-federal entity has adequate internal controls in place, and is generally in 
compliance with program requirements. Non-federal entities typically include states, local governments, Indian tribes, 
universities, and non-profit organizations. (https://www.hhs.gov/about/agencies/asfr/data-act-program-management-office/single-audit/index.html)

https://facweb.census.gov/uploadpdf.aspx
https://www.hhs.gov/about/agencies/asfr/data-act-program-management-office/single-audit/index.html


Introduction: Data (continued)

Findings Categorical Variables:
A: Activities allowed or unallowed, 0 for no, 1 for yes.
B: Allowable costs/costs principles, 0 for no, 1 for yes.
C: Cash management, 0 for no, 1 for yes.
E: Eligibility, 0 for no, 1 for yes.
F: Equipment and real property management, 0 for no, 1 for yes.
G: Matching, level of effort, earmarking 0 for no, 1 for yes.
H: Period of availability of Federal funds, 0 for no, 1 for yes.
I: Procurement and suspension and debarment, 0 for no, 1 for yes.
J: Program income, 0 for no, 1 for yes.
L: Reporting, 0 for no, 1 for yes.
M: Subrecipient monitoring, 0 for no, 1 for yes.
N: Special tests and provision, 0 for no, 1 for yes.
P: Other, 0 for no, 1 for yes

Findings Text Data



● Exploratory Data Analytics
● Posterior Probabilities
● Traditional Machine Learning

○ QDA
○ Gaussian Naive Bayes 
○ Logistic Regression

● Bayesian Model Averaging
● PyMC3 - GLM Logistic Regression

○ HMC NUTS
● Latent Dirichlet Allocation (LDA)

Methods



Methods: Exploratory Data Analytics

● Data Cleaning (Missing and Duplicate Data)
● Correlations, Multicollinearity, and Variance 

Inflation Factors 
● Comprehensive Profile Report

Example Resource:  https://towardsdatascience.com/exploratory-data-analysis-with-pandas-profiling-de3aae2ddff3

STATE_CAT

REPORT

CORRELATION MATRIX

https://towardsdatascience.com/exploratory-data-analysis-with-pandas-profiling-de3aae2ddff3


Methods: Bayesian Machine Learning

AUDIT YEAR 2019 AUDIT YEAR 2020 AUDIT YEAR 2021

37,036 Audits 38,249 Audits 20,926 Audits
as of 3/31/2022Key: Pink(Clean Audits), Beige (Not Clean), Green (Unknown)



Methods: Initial Posterior Probabilities

Audit Years 2019 to 2020

● Assumed Flat Prior between 2019 
and 2020 (Pandemic)

● Number of Successes for 
REPORTS, MWs, SDs, and QC



Methods: Initial Posterior Probabilities

Audit Years 2020 to 2021

● Assumed Strong Prior from 2020 
(1/20)

● Number of Successes for 
REPORTS, MWs, SDs, and QC



Methods: Initial Posterior Probabilities



Methods:  Latent Dirichlet Allocation

Source: UVA DS6040 Module 5



Methods:  Latent Dirichlet Allocation 
Interactive Topic Model with pyLDAvis



Introduction:  AI is a transformative technology with the potential to reshape the nature of work and scientific inquiry 
in the future. With great power comes great responsibility, however, and it is the responsibility of AI users to use these 
tools with full consideration of their ethical implications. The GAO framework provides a promising first step in helping 
data users to consider ethics throughout the AI system.

GAO Framework Outline
Domain Application at NSF

Data
Ensure quality, reliability, and 
representativeness of data sources 
and processing.

• Model development at NSF must consider the sources, reliability,
categorization, variable selection, and enhancement (e.g., via imputation) of 
data in order for model outputs to be responsible. NSF systems must likewise 
scrutinize potential dependencies, bias, and security and privacy issues.

Governance
Promote accountability by 
establishing processes to manage, 
operate, and oversee implementation.

• Clear goals, roles/responsibilities, and values paired with an engaged 
workforce, stakeholder community, and risk management process will 
facilitate responsible organizational-level governance at NSF. Responsible 
systems governance will require technical specificity, robust compliance 
processes, and transparency.

Monitoring
Ensure reliability and relevance over 
time.

• NSF must carefully consider how to continuously monitor the performance of AI 
assets. This monitoring must involve pre-operational planning, standards for 
model drift, and established practices for traceability.

Performance
Produce results that are consistent 
with program objectives.

• Responsible AI performance at the component level for NSF requires clear 
documentation, defined metrics, straightforward assessments, and appropriate 
model outputs. At the system level, responsible performance necessitates clear 
understanding of potential sources of bias and appropriate human supervision.

Case Study:  Racial Bias and AI

“The machine is not biased. It 
has no moral compass. It’s just 
seen more white faces in the 
data it was trained on before 
and so it’s learned to associate 
that with normality.” 
– Ian Davidson, UC-Davis Computer 
Science Professor

Uncritical AI usage without a responsible 
framework can lead to undesirable 
outcomes. Research on the use of AI in 
facial recognition software for law 
enforcement, for example, has 
demonstrated that darker-skinned men 
are more likely to be identified as 
“abnormal” than light-skinned people, 
leading to increased instances of false 
identification among the darker-skinned 
group. In such a case, the machine itself is 
not biased per se, but naïve training and 
monitoring practices allow biases to 
proliferate over time.

NSF ERM Risk Captains
Next Steps Digging Deep with the GAO Accountability Framework for AI

https://www.ucdavis.edu/curiosity/news/ais-race-and-gender-problem


Thank you!
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