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Source: Federal Trade Commission, Consumer Sentinel Network. (Graph created by Insurance 
Information Institute) 



Pandemic Fraud Headlines From FBI.gov

• Local Alleged Drug Dealers Also Charged with Falsely Obtaining Tens of Thousands of Dollars Through Pandemic Unemployment 
Assistance

• COVID-19 Unemployment Benefit Fraud Scheme Defendants Charged

• Defendants Charged with Stealing Millions of Dollars from the Paycheck Protection Program (PPP)

• Broken Arrow Man Pleads Guilty to Fraudulently Applying for Paycheck Protection Program Forgivable Loan

• Pewaukee Man Pleads Guilty to Directing COVID-Relief Fraud Scheme

• Minnesota Man Pleads Guilty to Defrauding the United States in Paycheck Protection Program Scheme

• San Francisco Woman Charged with Fraudulently Obtaining Pandemic Relief Funds and with Impersonating Attorneys

• Brooklyn Man Charged with Conspiring to Commit COVID-19 Relief Fraud

• FBI El Paso Warns About Not Posting Your CDC COVID-19 Vaccination Card on Social Media Platforms

• Oakland Woman Charged in Million-Dollar Scheme to Defraud Pandemic Relief Programs for Struggling Businesses

• Three Florida Men Charged in $46 Million Health Care Fraud, Kickback, and Money Laundering Conspiracy



Published Statement Before the Senate Judiciary 
Committee
Washington, D.C.
June 9, 2020

As of May 28, 2020, the Internet Crime Complaint Center (IC3) 
received nearly the same amount of complaints in 2020 (about 
320,000) as they had for the entirety of 2019 (about 400,000). 
Approximately 75% of these complaints are frauds and swindles, 
presenting a challenge for the FBI’s criminal program given the 
sheer volume of submissions.

Calvin A. Shivers,                                                                                                          
Assistant Director, Criminal Investigative Division                                                    
Federal Bureau of Investigation



Fraud on the rise during coronavirus pandemic
By Michael Cohn, Editor-in-Chief
September 11, 2020, 
In Accounting Today

The percentage of Certified Fraud Examiners reporting a significant increase has 
also grown significantly. In May of last year, 25 percent of the CFEs polled reported 
seeing a significant increase in fraud, compared to 34 percent who are noticing a 
significant increase now (September of last year).

More anti-fraud professionals are seeing fraud increase in nearly every category. 
The largest growth was in insurance fraud (12 percent increase), loan and bank 
fraud (11 percent), financial statement fraud (11 percent), identity theft (10 
percent) and employee embezzlement (9 percent).



The Pandemic’s 
Effect on Fraud:

Economic Downturn

Change in Business Operations



Pressure

Opportunity

Rationalization

The Pandemic’s Economic 
Effect (viewed through the 
lens of the Fraud Triangle)



Increased 
Pressure

Pressure on individuals: “Roughly half of 
non-retired adults say the economic 
consequences of the coronavirus outbreak 
will make it harder for them to achieve 
their financial goals.” –Pew Research, 
3/05/2021

Pressure on businesses and local 
government: “As coronavirus infections 
spread throughout America, a USC study 
projects that the country stands to lose $3 
trillion to $4 trillion in GDP over the next 
two years.” -news.usc.edu 11/30/2020 



Greater 
Opportunity

Management is often going to 
narrow their  focus on a crises (in 
this case, the effects of the 
Pandemic on operations).

This often leads to cutbacks in other 
areas such as  compliance, security, 
and audit resources which in turn 
leads to new opportunities for fraud



Same Rationalizations just more 
of them

I’ll pay it back when things pick up again.

I have no other choice

I didn’t get a raise.  My hours got cut. I’m going to lose my job any way.

I need to do it to save the business.

Nobody cares.



By Bruce Dorris, J.D, CFE, CPA
President and CEO of the Association of Certified Fraud Examiners
ACFE.com

There are a number of reasons fraud proliferates during recessions and times of economic instability. 

1. A large factor is the increased pressure on companies and their employees feel as they struggle to meet the 
challenges of a down economy. For example, struggling companies can face pressure to falsify their 
financials in order to meet earnings targets or secure financing. 

2. Pressure from an economic crisis also affects a company’s employees and can make the company itself a 
target. In times of economic crisis, employees’ personal financial pressures tend to rise, which is often 
where the decision to steal from an employer begins.  

3. The second element of the Fraud Triangle — opportunity — can also be exacerbated during hard financial 
times. Companies seeking to cut costs often target non-revenue-generating departments like compliance 
and internal audit. 

4. During the recession, we can expect not only more fraud to occur, but also more existing fraud to be 
discovered. As Warren Buffett said, “You only find out who is swimming naked when the tide goes out.” 
Frauds that might be concealed for months or years suddenly are revealed when cash flows dry up and 
fraudsters are no longer able to cover up the money they have stolen. 



Journal of 
Accountancy
Financial fraud risks 
to watch for amid 
the pandemic
By Joseph Radigan
December 23, 2020

“Auditors and other corporate gatekeepers 
may need to pay attention to how remote 
work has become so commonplace during the 
pandemic and determine whether that is 
adding to the risk of financial fraud... People 
are distracted because they’re fulfilling 
professional commitments at the same time 
they’re juggling personal responsibilities like 
parenting. The unique challenges of working 
remotely during 2020 may be opening people 
up to rationalizing some behaviors they should 
avoid.”



What Impact does being remote have on 
fraud?

Will losing that feeling 
of “in it together” make 
it easier to rationalize 

theft?

Is there a need to adapt 
internal controls to  

address new business 
operations? 

Are there any controls 
in place to prevent 

theft of data by or from 
employees working 

remotely?

Are employees more 
susceptible to on-line 

schemes?

How do you verify 
transactions from a far 

to prevent fraud 
schemes?  



Adapting controls to new practices

In Cashless transactions (PayPal, 
WorldRemit, CashApp, Venmo, 

Facebook Pay, Zelle) 

In Having Limited staffing on-site 
(Asset protection or to maintain 

separation of duties)

In assets, work product, and 
work-related injuries at home

How do we adapt control 
measures to keep up with the 

pace and magnitude of remote 
business transactions? 



We also should be taking advantage of technology to 
improve our services and be prepared to deliver our 
services remotely. 
1. Using Microsoft Teams and Zoom for collaboration
2. Using Secure File Sharing/Cloud Storage to safely:    

transmit, review, and store records
3. Employing bots to enhance our capabilities



Raise 
Awareness 
Leading to 

Action

• Fraud proliferates where there is a lack of awareness and 
inaction. 

• People/organizations only address the critical issues on 
their radar. 

• The problem is best addressed by raising awareness with 
the intent of leading to action.  



Engage with clients to 
encourage prevention measures 

and increase referrals to stop 
schemes earlier



Ways to Raise 
Awareness?  

• Outreach (Prosecutors and law enforcement agencies, 
client associations) 

• Social and public media engagement (PIO) 

• Bulletins  (Distribute fraud case summaries in real time, 
attend/present at association meetings)

• Campaigns (OPA) 



OPERATION 
PUBLIC 

ACCOUNTABILITY




