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The Problem?

* Internal control program has been in place
since 1989

— Set up in statute (Mass General Laws Chapter 647
of the Acts of 1989)

* Office of the State Comptroller develops guidelines
— Internal controls must be clearly documented and updated

— All transactions and “other significant events” must be
documented and recorded in the Commonwealth’s accounting
system (MMARS) or a delegated system approved by the
Office of the State Comptroller that sends information daily to
MMARS
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The Problem?

— Set up in statute (Mass General Laws Chapter 647
of the Acts of 1989)

 Office of the State Comptroller develops guidelines

— Transactions and other significant events must be authorized
and executed by those with authority or delegated from those
in authority

» Signatory authorization must be written
— Qualified supervision must be in place

— Access to records and resources must only be by authorized
officials

— Internal control officer named for each agency

¢ Internal controls are tested at least annually by State
Auditor and independent auditor
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The Problem

e American Recovery and Reinvestment Act
created the Recovery Accountability and
Transparency Board with 2 goals
— Prevent and detect waste, fraud, and abuse

— Provide transparent reporting of Recovery-related
funds as they are distributed and used

* Each government and federal agency must have a
program to prevent and detect waste, fraud and abuse

e Different than internal controls
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Critical Rule on Fraud within ARRA

* Huge funds spent on mitigating fraud, waste
and abuse — but wait...

— Even 5% risk is $40 billion

Lesgons learmned influence
future use of preventive controls

Dabection@nd I 5
Model mq- maniboring and prosec
Potential fraud, Potential fraud, Potential
waste, and abuse wasta, and abuse fraud
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The Problem

Massachusetts Internal
Controls Law

Fraud, Waste and Abuse
Prevention Program

Control Risk Mitigation

Documentation, testing,
chain of command
approval

Preventive through
procedures, continuous
monitoring and updating

Audit Risk Mitigation

Immaterial misstatement
could occur, but zero
threshold for internal
control violation

Zero tolerance — audit risk
should be lowered through
continuous monitoring

Inherent Risk Mitigation

Not really addressed

As focus is on prevention,
inherent risk should be
lowered

Detection Risk Mitigation

Internal controls tested at
least annually substantively
—should be designed to
detect fraud

Detection risk should be
lowered through
continuous monitoring and
up front - controls
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Gathering Evidence & Data to Address

ARRA

e December 2008 — February 2009 - Analyzed ARRA as
drafts were being released from Congress and saw
provisions for the RAT Board

e February 17, 2009 — ARRA signed by President Obama

* Last week of February 2009 and into March 2009 — met
with State Auditor to discuss provisions

* End of March 2009 — met with GAO and discussed

* March 26, 2009 — 15t Compliance Supplement released
from State Comptroller

— On adjusting internal control plans and records
management under ARRA
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Gathering Evidence & Data to Address

ARRA

* March 30™ — GAO releases widely read report — GAO
Seeks the Public's Help in Fighting Waste, Fraud, Abuse
or Mismanagement of Recovery Fund Acts

— Most levels of government have no way of detecting or
preventing fraud, waste and abuse

— Urges citizens to use Fraud Net
» April 23— 15t GAO report to Congress —
— Most states in the formative stages of task forces

* May — because of report, Massachusetts forms Stop
Fraud Task Force

— Governor, Attorney General, Auditor, Inspector General
e May — Comptroller forms a best practices group
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Gathering Evidence & Data to Address
ARRA

e June — Best Practices Group commenced meetings with agency
internal auditors, Inspector General, Attorney General, State
Auditor, FBI on tips and techniques to stop fraud

— Results?

e August — Governor contracts with KPMG to review readiness for
ARRA statewide

e September — Best Practices Group starts producing document —
updates internal control guidance for ARRA

¢ October — Document split in two — ARRA focused and General
Focused

¢ October 215t — KPMG releases its report to the Governor
¢ November — Toolkit and brochure released — all agency training
begins
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Key Findings in KPMG Report

e 73 programs evaluated, 22 found to be of high risk of
which 1 was brand new, 12 new type A’s, 1 inherently
risky (Medicaid)

e Departments are strong in internal controls

* Departments are weak in prevention of fraud, waste
and abuse

— Minimal staff and budget in all aspects of ARRA
— Systems are focused on internal controls not on prevention
— Social engineering is an issue

— Issues with agencies that have dramatically different
funding levels under ARRA than in non-ARRA times
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Readiness Assessment for ARRA as of
August 31, 2009

Compliance | Readiness Guidance Terms & Training Ongoing
Requirement | Assessment Issued Conditions Monitoring
Performed Communicated
Obligation &
Availability of
Funds
Comingling of
Funds
Section 1512
Reporting
Section 1512 Definitions —
Quality Green = Totally Ready
Assurance Yellow = Plan to befready — various stages of imp|lementation
Review Red = No plan

Ba “w=STATE of OKLAHOMA.




Readiness Assessment for ARRA as of
August 31, 2009

Compliance Readiness Guidance Terms & Training Ongoing
Requirement | Assessment Issued Conditions Monitoring
Performed Communicated

Jobs
Reporting

Sub-recipient
Monitoring

Buy American

Davis Bacon

FW&A
Prevention

FW&A
Detection

FW&A
Response
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So what did we focus on?

e Guidance / Training written for monitoring of
sub-recipients including peer training
e Standard contracts changed for Davis — Bacon

— What was the unexpected result? (Audience
participation moment!)

e Fraud Waste and Abuse Prevention, Detection
and Response program initiated
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Key Elements — “True North’s”

* Tools must be replicable by agencies

* Training must break the norm W@ies

* Handbook must be “alive”

¢ Handbook must contain links to common,
publicly available sources of information

* Posters must be easily seen and understandable

* All 85,000+ personnel must at least be aware of
program
— Prime focus on training to 5,000 MMARS users
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Elements of Handbooks

e Overview of Fraud, Waste & Abuse —
— Fraud Triangle

e What s Fraud?

* Red Flags and Fraud Indicators
— Bribery
— Conflicts of Interest
— MBE / WBE / DBE fraud
— Kickbacks / “Pay to Play”
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Elements of Handbooks

e Red Flags and Fraud Indicators
— Commodities, materials and supplies overcharging
— Product substitution
— Time overcharging

* Indicators by area of organizational

responsibility (management, contracts,
payroll, accounting...)
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Elements of Handbooks

* Whistleblower hotlines and websites
* Whistleblower protection statutes

e Complete checklist of items that agencies can
do to combat fraud, waste and abuse

— Tools and resources for each item including
websites, links to queries and other websites
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And It’s Already Working...

* Positive pay system implemented at college
* Training of all financial employees almost finished

* Nationally — GAO reports that as of 12/30/09, 179
allegations of fraud were received out of millions
of payments and $88.7 billion spent

— 66% closed because of nonspecific or unrelated
information

— 18% closed after GAO / Inspector general investigation
— 16% open at either GAO or inspectors general
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Contact information:

Eric S. Berman, CPA

Deputy Comptroller
Commonwealth of Massachusetts
617-973-2602
Eric.berman@state.ma.us

QUESTIONS?

e "wSTATE of OKLAHOMA

11



